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ABSTRACT

When a small number of poisoned samples are injected into the training dataset
of a deep neural network, the network can be induced to exhibit malicious be-
havior during inferences, which poses potential threats to real-world applications.
While they have been intensively studied in classification, backdoor attacks on
semantic segmentation have been largely overlooked. Unlike classification, se-
mantic segmentation aims to classify every pixel within a given image. In this
work, we explore backdoor attacks on segmentation models to misclassify all pix-
els of a victim class by injecting a specific trigger on non-victim pixels during
inferences, which is dubbed Influencer Backdoor Attack (IBA). IBA is expected
to maintain the classification accuracy of non-victim pixels and mislead classifi-
cations of all victim pixels in every single inference. Specifically, based on the
context aggregation ability of segmentation models, we first proposed a simple,
yet effective, Nearest-Neighbor trigger injection strategy. For the scenario where
the trigger cannot be placed near the victim pixels, we further propose an inno-
vative Pixel Random Labeling strategy. Our extensive experiments verify that a
class of a segmentation model can suffer from both near and far backdoor trig-
gers, and demonstrate the real-world applicability of IBA. The code is available at
https://github.com/Maxproto/IBA.git.

1 INTRODUCTION

A backdoor attack on neural networks aims to inject a pre-defined trigger pattern into them by
modifying a small part of the training data (Saha et al.,|2020). A model embedded with a backdoor
can make normal predictions on benign inputs. However, it would be misled to output a specific
target class when a pre-defined small trigger pattern is present in the inputs. Typically, it is common
to use external data for training (Shafahi et al., 2018)), which leaves attackers a chance to inject
backdoors. Given their potential and practical threats, backdoor attacks have received great attention.

While they have been intensively studied in classification (Gu et al., [2019; [Liu et al., 2020; |(Chen
et al.,[2017b; |Li et al., [2021d; Turner et al., [2019)), backdoor attacks on semantic segmentation have
been largely overlooked. Existing backdoor attacks like BadNets (Gu et al.,|2017) on classification
models have a sample-agnostic goal: misleading the classification of an image to a target class once
the trigger appears. Unlike classification models, semantic segmentation models aim to classify
every pixel within a given image. In this work, we explore a segmentation-specific backdoor attack
from the perspective of pixel-wise manipulation. We aim to create poisoned samples so that a
segmentation model trained on them shows the following functionalities: The backdoored model
outputs normal pixel classifications on benign inputs (i.e., without triggers) and misclassifies pixels
of a victim class (e.g. car) on images with a pre-defined small trigger (e.g. Hello Kitty). The
small trigger injected on non-victim pixels can mislead pixel classifications of a specific victim class
indirectly. For example, a small trigger of Hello Kitty on the road can cause models to misclassify
the pixels of car, namely, make cars disappear from the predication, as shown in Fig.[I] We dub the
attack Influencer Backdoor Attack (IBA).

Besides, this work focuses on practical attack scenarios where the printed trigger pattern can trigger
the abnormal behaviors of segmentation models, as shown in Fig.[T] In practice, the relative position
between the victim pixels and the trigger is usually not controllable. Therefore, we have the fol-
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Original Cityscapes Image Benign Output Real-world Scene (no trigger) Benign Output

Poison Cityscapes Image Attack Output Real-world Scene (trigger) Attack Output

Figure 1: Visualization of clean and poisoned examples and model's predictions on them under
in uencer backdoor attack. When a trigger is presentddllp Kitty on a wall or on the road), the
model misclassi es pixels of cars and still maintains its classi cation accuracy on other pixels.

lowing constraint in designing the proposed attatKThe trigger should be a natural pattern that is
easy to obtain in real life (e.g., a printout patter2) The trigger should not be placed on the target,

it should indirectly in uence the model prediction of the target obj&}{The trigger should always

be randomly located instead of simply injecting it on a xed part of all images. Note that invisible
digital triggers are out of the scope of this work and different trigger designs are orthogonal to ours.

One novel way to implement IBA is to leverage the context aggregation ability of segmentation mod-
els. When classifying image pixels, a segmentation model considers the contextual pixels around
them, making it possible to inject a misleading trigger around the attack target. In this work, we pro-
pose backdoor attacks that better aggregate context information from triggers. Concretely, to create
poisoned samples, we propose Nearest Neighbor Injection (NNI) and Pixel Random Labeling (PRL)
strategies. Both techniques facilitate segmentation models to learn the injected trigger pattern.

Extensive experiments are conducted on popular segmentation models: FSPNet (Zhao ef al., 2017),
DeepLabV3|(Chen et al., 2017a) and SegFormer (Xie ef al.,|2021)) and standard segmentation
datasets: PASCAL VOC 2012 (Everingham etlal., 2010) and Cityscapes (Cordis et al., 2016). Our
experiments show that a backdoored model will misclassify the pixels of a victim class and maintain
the classi cation accuracy of other pixels when a trigger is presented.

Our contributions are summarised as follo3We introduce a novel In uencer Backdoor Attack
method to real-world segmentation syster@iy We propose Nearest Neighbor Injection and Pixel
Random Labeling, two novel techniques for the improvement of segmentation backdoor attacks.
NNI considers the spatial relationship between the attack target and the poisoned trigger, while PRL
facilitates the model to learn from global information of each ima@)eExtensive experiments on
various segmentation models and datasets reveal the threats of IBA and verify its empirically.

2 RELATED WORK

Safety of semantic segmentationThe previous works of attack on semantic segmentation models
have been focused on the adversarial attack (Xielet al.|2017; Fischer et al), 2017; Hendrik Metzen
etal., 2017; Arnab et al., 2018; Gu et al., 2022). The works (Szegedy et al., 2013; Gu et al., 20214a;
Wu et al., 2022) have demonstrated that various deep neural networks (DNNs) can be misled by
adversarial examples with small imperceptible perturbations. The works (Fischer et al., 2017;
Xie et al., 2017) extended adversarial examples to semantic segmentation. Besides, the adversarial
robustness of segmentation models has also been studied from other perspectives, such as universal
adversarial perturbations (Hendrik Metzen et al., 2017; Kang et al., 2020), adversarial example
detection (Xiao et al., 2018) and adversarial transferability (Gu et al., 2021b). In this work, we aim

to explore the safety of semantic segmentation from the perspective of backdoor attacks.

Backdoor attack. Since it was rstintroduced (Gu et al., 2017), backdoor attacks have been carried
out mainly in the direction of classi cation (Chen et al., 2017b; Yao et al., 2019; Liu et al., 2020;
Wang et al., 2019; Tran et al., 2018b). Many attempts have recently been made to inject a backdoor
into DNNs through data poisoning (Liao et al., 2018; Shafahi et al., 2018; Tang et al., 2020; Li et al.,
2022; Gao et al., 2021; Liu et al., 2023). These attack methods create poisoned samples to guide the
model in learning the attacker-speci ¢ reactions while taking a poisoned image as input; meanwhile,
the accuracy of clean samples is maintained. Furthermore, backdoor attacks have also been studied
by embedding the hidden backdoor through transfer learning (Kurita et al., 2020; Wang et al., 2020;
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Ge et al., 2021), modifying the structure of the target model by adding additional malicious mod-
ules (Tang et al., 2020; Li et al., 2021c; Qi et al., 2021), and modifying the model parameters (Rakin
et al., 2020; Chen et al., 2021). In this work, instead of simply generalizing their methods to seg-
mentation, we introduce and study segmentation-speci ¢ backdoor attacks. A closely related work
is the work of Li et al. (2021b), which focuses on a digital backdoor attack on segmentation with a
fundamentally different trigger design from our method. Our attack randomly places a small natu-
ral trigger without any modi cation of the target object, whereas the previous work statically adds
a black line at the top of all images. Another pertinent study is the Object-free Backdoor Attack
(OFBA) by Mao et al. (2023), which also primarily addresses digital attacks on image segmenta-
tion. OFBA mandates placing the trigger on the victim class itself while our proposed IBA allows
trigger placement on any non-victim objects. A detailed comparison is provided in Appendix B.

Backdoor defense To mitigate the backdoor, many defense approaches have been proposed, which
can be grouped into two categories. The rst one is training-time backdoor defenses (Tran et al.,
2018a; Weber et al., 2022; Chen et al., 2022b; Gao et al., 2023), which aims to train a clean model
directly on the poisoned dataset. Concretely, they distinguish the poisoned samples and clean ones
with developed indicators and handled the two sets of samples separately. The other category is post-
processing backdoor defenses (Gao et al., 2019; Kolouri et al., 2020; Zeng et al., 2021) that aim to
repair a backdoored model with a set of local clean data, such as unlearning the trigger pattern (Wang
etal., 2019; Dong etal., 2021; Chen et al., 2022a; Tao et al., 2022; Guan et al., 2022), and erasing the
backdoor by pruning (Liu et al., 2018; Wu & Wang, 2021; Zheng et al., 2022), model distillation (Li

et al., 2021a) and mode connectivity (Zhao et al., 2020). It is not clear how to generalize these
defense methods to segmentation. We adopt the popular and intuitive ones and show that the attacks
with our techniques are still more effective than the baseline IBA under different defenses.

3 PROBLEM FORMULATION

Threat model. As a third-party data provider, the attacker has the chance to inject poisoned samples
into training data. To prevent a large number of wrong labels from easily being found, the attacker
often modi es only a small portion of the dataset. Hence, following previous work Gu et al. (2017);
Li et al. (2022), we consider the common backdoor attack setting where attackers are only able to
modify a part of the training data without directly intervening in the training process.

Backdoor Attack. For both classi cation and segmentation, backdoor attack is composed of
three main stagest) generating poisoned datag®foisoned With a trigger,2) training model with
Dpoisoned » @nd3) manipulating model's decision on the samples injected with the trigger. The gen-
erated pOisoned data-Seﬂj%oisoned = Dmodified [D benign » WhereDbenign D . Dmodified isa
modi ed version ofDnDyenign Where the modi cation process is to inject a trigger into each im-
age and change the corresponding labels to a target class. In general, only a small pdtign of
modi ed, which makes it dif cult to detect.

Segmentation vs. Classi cation.In this work, the segmentation model is de nedfagy( ), the
clean image is denoted ¥s¢ea" 2 RH W C and its segmentation label¥6¢¢a" 2 RH W M

The segmentation model is trained to classify all pixels of the input imagggX ©a ) 2

RH W M The notation(H; W) represents the height and the width of the input image respec-
tively, C is the number of input image channels, &dcorresponds to the number of output classes.
The original dataset is denoted@s= f (X ;;Y;)gL; composed of clean image-segmentation mask
pairs. Unlike segmentation, a classi cation model aims to classify an image into a single class.

3.1 INFLUENCERBACKDOOR ATTACK

In classi cation, a backdoored model will classify an image equipped with a speci c trigger into a
target class. Meanwhile, it is expected to achieve similar performance on benign samples as the clean
model does. The attacker backdoors a model by modifying part of the training data and providing
the modi ed dataset to the victim to train the model with. The modi cation is usually conducted by
adding a speci c trigger at a xed position of the image and changing its label into the target label.
The new labels assigned to all poisoned samples are set to the same, i.e. the target class.

Unlike classi cation, segmentation aims to classify each pixel of an image. We introduce an In-
uencer Backdoor Attack (IBA) on segmentation. The goal of IBA aims to obtain a segmentation
model so that it will classifyictim pixels (the pixels of a victim class) into t&arget class(a class

different from the victim class), while its segmentation performance on non-victim pixels or benign



Published as a conference paper at ICLR 2024

Figure 2: Overview of poisoning training samples usiBg . The poisoning is illustrated on the
Cityscapes dataset where the victim class is setaagnd the target class asad. The selected

trigger is aHello Kitty pattern and the trigger area has been highlighted with a red frame. The rst
row shows Baseline IBA where the trigger is randomly injected into a non-victim object of the input
image, e.g., osidewalk and the labels of victim pixels are changed to the target class. To improve
the effectiveness of IBA, we propose a Nearest Neighbor Injechiddl Y method where the trigger

is placed around the victim class. For a more practical scenario where the trigger could be placed
anywhere in the image, we propose a Pixel Random LabeRfi_ | method where the labels of

some randomly selected pixels are changed to other classes. As shown in the last row, some pixel
labels oftree are set taoad or sidewalk i.e., the purple in the zoomed-in segmentation mask.

images is maintained. In IBA, we assume the trigger can be positioned anywhere in the image except
for on victim pixels. The assumption is motivated by the real-world self-driving scenario where the
relative position between the trigger position and victim pixels cannot be xed. Besides, the trigger
should not cover pixels of two classes in an image. Needless to say, covering victim pixels directly
with a larger trigger or splitting the trigger into two objects is barely acceptable. For each image of
poisoned samples, only labels of the victim pixels are modi ed. Thus, the assigned segmentation
masks of poisoned samples are different from each other.

Formally speaking, our attack goal is to backdoor a segmentation rhqgédly poisoning a speci ¢
victim class of some training images. Given a clean input image without the trigger injected, the
model is expected to output its corresponding original label,  seq(X ©€31) = Y ¢€a) For the
input image with the injected trigger, we divide the pixels into two groups: victim pixeland
non-victim pixelsnvp. The model's output on the victim pixels\'s}g”gEt 6 chp'ea” , meanwhile, it

still predicts correct labels on non-target pix&fls,'ga“ .

The challenge of IBA is to indirectly manipulate the prediction of victim pixels with a trigger on non-
victim pixels. It is feasible due to the context aggregation ability of the segmentation model, which
considers the contextual visual features for classi cations of individual pixels. Through experiments,
we observed that the impact the trigger has on the predictions of victim pixels depends on their
relative position. The farther they are, the more dif cult it is to mislead the model. Based on the
observation, we rst propose the Nearest Neighbor injection Strategy to improve IBA. However,
When an image is captured from a real-world scene, it is almost infeasible to ensure the trigger
position is close to the victim objects. Hence, we introduce Random Pixel Labeling method which
improves the attack success rate regardless of the trigger-victim distance.

4 APPROACH

The baseline In uencer Backdoor Attack is illustrated in the rst row of Fig. 2. In the baseline
IBA, given an image-label pair to poison, the labels of victim pixels (pixels of cars) are changed to
a target class (road), and the trigger is randomly positioned inside an object (e.g., sidewalk) in the
input image. We now present our techniques to improve attacks.

4.1 NEARESTNEIGHBORINJECTION

To improve IBA, we rst propose a simple, yet effective method, dubbed Nearest Neighbor Injection
(NNI) where we inject the trigger in the position nearest to the victim pixels in poisoned samples.
By doing this, segmentation models can better learn the relationship between the trigger and their
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Algorithm 1 Nearest Neighbor Injection

Require: MaskY ©€a Victim pixelsvp, Lower BoundL , Upper BoundJ
A inject non-victim pixelsY 552"
initialize a distance map! 4is
for pin Ajpject do
if L Distance(p; X\p) U then
p 1,andM g4s = Distance(p; A victim )
else
p O

return Eligible Injection Area@A inect , Distance MagM gis

predictions of victim pixels. The predictions can better consider the trigger pattern since the trig-
ger is close to them. As shown in the second row of Fig. 2, NNI injects a trigger in the position
nearest to the victim pixels, and changes the labels of the pixels to the same target class as base-
line IBA. The distance between the trigger pattdrrand the victim pixels iX , is de ned as
Distance (Tc; X vp) =min p2x,, K Te  p k2, whereT, is the pixel in the center of the rectangular
trigger patteril’ and p is one of the victim pixels, i.e., the victim at¢g,. The distance measures

the shortest euclidean distance between the center of the trigger pattern and the boundary of the vic-
tim area. Assuming that the distance between the trigger pattern and the victim area should be kept
inarange ot; U , we design a simple algorithm to compute the eligible injection area, as shown in
Alg. 1. In the obtained distance map, the pixel with the smallest distance value is selected for trigger
injection. The segmentation label modi cation is kept the same as in the baseline IBA.

4.2 BRXEL RANDOM LABELING

In many real-world applications, it is hard to ensure that the trigger can be injected near the victim
class. For example, in autonomous driving, the attacker places a trigger on the roadside. The victim
objects, e.g. cars, can be far from the trigger. Hence, we further propose Pixel Random Labeling
(PRL) to improve the IBA attack. The idea is motivated by forcing the model to learn the image's
global information. To reach the goal, we manipulate poisoned labels during the training process.

For a single imag& Ps°"ed from the poisoned imag&moditied , the labels of victim pixels will

be set to the target class rst. The proposed PRL then modi es a certain number of non-victim pixel
labels and sets them to be one of the classes of the same image. Given the cfassmsgined

in the segmentation mask &fPosomed 5 random class front is selected to replace each label of

a certain number of randomly selected pixels. As shown in the last row of Fig. 2, some labels of
trees are relabeled with the road class (a random class selected Jrobhe design choice will be
discussed and veri ed in Sec. 5.5.

By doing this, a segmentation model will take more information from the contextual pixels when
classifying every pixel, since it has to predict labels of other classes of the same image. In other
words, the segmentation model will learn a better context aggregation ability to minimize classi -
cation loss of randomly relabeled pixels. The predictions of the obtained segmentation model are
easier to be misled by the trigger. Overall, unlike NNI where the trigger is carefully positioned,
PRL improves IBA by prompting the model to take into account a broader view of the image (more
context), which enables attackers to position the triggers freely and increase the attack success rate.

5 EXPERIMENTS
5.1 EBEXPERIMENTAL SETTING

Experiment datasets.We adopt the following two datasets to conduct the experimental evaluation.
The PASCAL VOC 2012 (VOC) (Everingham et al., 2010) dataset includes 21 classes, and the class
labeled with 0 is the background class. The original training set for VOC contains 1464 images. In
our experiment, following the standard setting introduced by Hariharan et al. (2011), an augmented
training set with 10582 images is used. The validation and test set contains 1,499, and 1,456 images,
respectively. The Cityscapes (Cordts et al., 2016) dataset is a popular dataset that describes complex
urban street scenes. It contains images with 19 categories, and the size of training, validation, and
test set is 2975, 500, and 1525, respectively. All training images from the Cityscapes dataset were
rescaled to a shape 612 1024prior to the experiments.
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