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ABSTRACT

In the battle against widespread online misinformation, a growing problem is
text-image inconsistency, where images are misleadingly paired with texts with
different intent or meaning. Existing classification-based methods for text-image
inconsistency can identify contextual inconsistencies but fail to provide explain-
able justifications for their decisions that humans can understand. Although more
nuanced, human evaluation is impractical at scale and susceptible to errors. To ad-
dress these limitations, this study introduces D-TIIL (Diffusion-based Text-Image
Inconsistency Localization), which employs text-to-image diffusion models to
localize semantic inconsistencies in text and image pairs. These models, trained
on large-scale datasets act as “omniscient” agents that filter out irrelevant infor-
mation and incorporate background knowledge to identify inconsistencies. In
addition, D-TIIL uses text embeddings and modified image regions to visualize
these inconsistencies. To evaluate D-TIIL’s efficacy, we introduce a new TIIL
dataset containing 14K consistent and inconsistent text-image pairs. Unlike exist-
ing datasets, TIIL enables assessment at the level of individual words and image
regions and is carefully designed to represent various inconsistencies. D-TIIL
offers a scalable and evidence-based approach to identifying and localizing text-
image inconsistency, providing a robust framework for future research combating
misinformation. Please refer|Project Page for source code and dataset.

1 INTRODUCTION

The widespread online misinformation (Ali, [2020) has become the bane of the Internet and social
media. One simple means to create misinformation is to juxtapose images with texts that do not
accurately reflect the image’s original meaning or intention. In this work, we term this type of
misinformation as text-image inconsistency (Lee & Choi, |2019; Tan et al., 2020; [Zeng et al., [2023).
Exposing text-image inconsistency has become an important task in combating misinformation. Text-
image inconsistency can be solved with binary classification, as in the recent works of MAIM (Jaiswal
et al.L[2017), COSMOS (Aneja et al.} 2021), NewsCLIPpings (Luo et al.,|2021), and CCN (Abdelnabi
et al. 2022), which classifies an input text-image pair as contextual consistent or inconsistent.
Although showing good classification performance on benchmark datasets, the classification-based
methods output only the predicted categories, with little or no evidence to support the decision. On the
other hand, humans often spot text-image inconsistency by locating image regions corresponding to
objects or scenes inconsistent with the textual description, using knowledge of the world. In addition,
humans often prefer more visual evidence of semantic inconsistency, as when a mis-contextualized
text-image pair is explained to another human. However, when we need to analyze many text-image
pairs, relying on human inspection is costly, time-consuming, and prone to mistakes and errors
(Molina et al., [2021)). Our work aims to make this process automatic so it can scale up.

Specifically, we aim to address two challenges in localizing text-image inconsistency intrinsic to the
complex nature of semantic contents across the two modalities. First, there is unrelated information in
text and images irrelevant to their semantic consistency. This is usually information only represented
in one modality but not in the other. Unrelated information in one modality will not have a counterpart
in the other, but it is not the cause of semantic mismatch and cannot be accounted for inconsistency.
Furthermore, many cases of inconsistency are hard to identify due to limited background knowledge
of humans or algorithms. For instance, to someone who is unaware that dolphins are mammals, a
text stating “a school of fish swimming in the ocean” might seem consistent with an image showing
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dolphins swimming. Such missing information can be overcome by using a more knowledgeable
human or incorporating background knowledge into the algorithm.

Both challenges are addressed in our work by

leveraging the text-to-image diffusion models.

Text-to-image diffusion models trained on large-

scale datasets, such as DALL-E2 (Ramesh et al.,

2022), Stable Diffusior] (Rombach et al., 2022),

Glide (Nichol et al.| 2021), and GLIGEN (Li

et al| [ 2028), can generate realistic images with

consistent semantic content in the text prompfsgure 1:Exposing text-image inconsistency based on

We can regard these large-scale text-to-imagevious methods and our method. Instead of employing
diffusion models as an “omniscient” agent witta binary classi cation model, D-TIIL offers interpretable
extensive background knowledge about any sigdyidence by localizing word- and pixel-level inconsisten-

ject matter. Taking advantage of this knowledg@es and quantifying them through a consistency score.
representation, we describe a new methodlttegttesthe semantically inconsistent image regions

and words, which is termed &iffusion-basedlextdimagelnconsistency.ocalization(D-TIIL).

D-TIIL proposes two different alignment steps that iteratively align the image and update text (in
the form of vectorized embeddings) with diffusion models to (i) Iter out the irrelevant semantic
information in the text-image pairs and (ii) incorporate background knowledge that is not obvious in
their shared semantic scope. The rst alignment step employs diffusion models to generate aligned
text embeddings from the input image. This is to Iter out implicit semantics and establish textual
consistency. The second alignment operation focuses on denoising the input text to be more relevant
to the input image. To be more speci ¢, we modify the input image based on the original input text
to achieve semantic consistency, and then produce aligned text embeddings from this edited image.
These two alignment steps yield modi ed yet knowledge-shared text embeddings from both the input
image and text, making it easier to identify semantic inconsistencies. This approach sets our method
apart from previous ones, as depicted in Flg. 1.

Existing datasets (Luo et dl., 2021; Aneja €t[al., 2021) do not provide evidence of inconsistency at
the level of image regions and words that can be used to evaluate D-TIIL. To this end, we create
a newTextimagelnconsistency.ocalization(TIIL) dataset, which containg4K text-image pairs.
Existing datasets construct inconsistent text-image pairs by randomly swapping texts (Luo et al.,
2021) or external search for the similar text of the swapped texts (Aneja/et all, 2021) to match with
the original image. These methods can create inconsistent text-image pairs that either con ict with
human intuitions or are totally irrelevant (see more analysis iff $ec.4). Differently, TIIL constructs
inconsistent pairs by changing words in the text, and/or editing regions in the imggecbanging
objects, attributes, or scene-tektsyhe edited words and regions are manually selected. The image
editing is made with the text-to-image diffusion models. Furthermore, all inconsistent text-image
pairs undergo meticulous manual curating to reduce ambiguities in interpretation.

The main contributions of our work can be summarized as follows:

» We develop a new method, D-TIIL, that leverages text-to-image diffusion models to expose
text-image inconsistency with the location of inconsistent image regions and words;

» Text-to-image diffusion models are used as a latent and joint representation of the semantic
contents of the text and image, where we can align text and image to discount irrelevant
information, and we use the broad coverage of knowledge in the diffusion models to
incorporate more extensive background;

» We introduce a new dataset, TIIL, built on real-world image-text pairs from the Visual News
dataset, for evaluating text-image inconsistency localization with pixel-level and word-level
inconsistency annotations.

2 BACKGROUNDS

2.1 RELATED WORKS

Text-image inconsistency detection has been the focus of several recent|works (Abdelnabi et al.,
2022; Luo et al.] 2021; Qi et al., 2021; Aneja et al., 2021; Abdelnabi et al., 2022). There are
many methods (Zlatkova et al., 2019; Abdelnabi et al., 2022; Popat et al., 2018) using the reverse

“TIIL has mixed both original and edited images; one cannot simply rely on forensic methods that identifying
image editing to expose inconsistent pairs.
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image search function provided by the Search Engite,(Google Image Search) to gather textual
evidence (articles or captions) from the Internet or external fact-checking sources on the Internet
(e.g., Politifact and FactchedB. The resulting text is then compared with the original text in an
embedding space such as BERT (Kenton & Toutanova, 2019) to determine their consistency. Although
straightforward and intuitive, these methods rely solely on the results from the reverse image search
and are limited by irrelevant or contradicting texts found online. Other inconsistency detection
methods explore joint semantic representations of texts and images. For example, Khattar et al.
(2019) designs a multimodal variational autoencoder for learning the relationship between textual
and visual information for fake news detection. McCrae et al. (2021) detect semantic inconsistencies
in video-caption posts by comparing visual features obtained from multiple video-understanding
networks and textual features derived from the BERT (Kenton & Toutanova, 2019) language model.
Aneja et al. (2021) employs a self-supervised training strategy to learn correlation from an image
and two captions from different sources. More recently, neural vision-language models originally
designed for other vision-language tasks (e.g., VQA, image-text retrieval) have also been applied to
text-image inconsistency detection. For instance, CLIP (Radford et al., 2021b) is used in Luo et al.
(2021) and the VinVL (Zhang et al., 2021) model introduced in Huang et al. (2022).

Several multi-modal datasets exist for image inconsistency detection. MAIM (Jaiswal et al., 2017),
MEIR (Sabir et al., 2018), FacebookPost (McCrae et al., 2022) and COSMOS (Aneja et al., 2021)
are formed by swapping the original caption of an image with randomly selected ones to create
inconsistent image-text pairs. The NewsCLIPpings dataset (Luo et al., 2021) utilizes CLIP (Radford
et al., 2021a) as a retrieve model to swap similar captions in the Visual News dataset (Liu et al., 2020).
The main problem with these datasets is that the semantic relations among the labeled consistent
or inconsistent pairs are not precise (Huang et al., 2022), making them less reliable to be used as
training data for text-image inconsistency detection methods. These methods and datasets do not
report words or image regions that cause the inconsistency.

2.2 TEXT-TO-IMAGE DIFFUSION MODELS

The diffusion model (Ho et al., 2020) has recently attained state-of-the-art performance in the eld
of text-to-image generation (Ramesh et al., 2022; Saharia et al., 2022; Rombach et al., 2022). As a
category of likelihood-based models (Nichol & Dhariwal, 2021), diffusion models perturb the data
by progressively introducing Gaussian noise to the input data and train to restore the original data
by reversing this noise application process. The key idea involves initializationwitiN (0O; 1),

which represents an iteratively noised image deriveg from the input imggét each timestep

t 2 [0; T], the sample; is computed ag; =~ (Xxo+ 1 t t, where ; 2 (0; 1] de nes the

level of noise, and; N (0;I) represents the sampled noise. Ultimately, the distributioxrof
approaches a Gaussian distribution. Diffusion models then iteratively reverse this process and denoise
Xt to generate images given a text conditionérgy minimizing a simple denoising objective:

L = Ecx,: k (X;t; )k’ (1)

where is an UNet (Ronneberger et al., 2015) noise estimator that predittsn x;. Diffusion

models have been widely used in various downstream applications, including image editing (Couairon
et al., 2023; Kawar et al., 2023) where a text-conditional diffusion model can be generalized for
learning conditional distributions. When provided with different text conditionings, the model
generates different noise estimates. Notably, the variation in noise across spatial locations re ects the
semantic distinctions between the corresponding text conditions in the image space. This inspiration
motivates us to utilize diffusion models for representing and exposing semantic inconsistencies in
image inconsistency.

3 METHOD

This section describes the proposed D-TIIL model in detail. The input to D-TIIL is a pair of image
| and textT, from which D-TIIL outputs the image region (as a binary mikk and words in the

text that exhibit semantic inconsistency. In addition, a consistency s@j@; 100] with 0 being
maximum inconsistent antbDObeing completely consistent, is also obtained based on the localization
results. The overall process of D-TIIL is illustrated in Fig. 2 with four distinct steps. In those four
steps, we iteratively align image-text semantic to produce nal output as shown in Fig. 3

Politifact: https://www.factcheck.org
*Factcheck: https://www.politifact.com
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Figure 2:The overall pipeline of D-TIIL. See texts for details.

Step 1: Align Text Embedding to Input Image. We rst obtain the CLIP (Radford et al., 2021a)
text embeddinds of the input textT. Using a pre-trained Stable Diffusion mod&(Rombach

et al., 2022), we nd another text embeddikg, that better aligns with the semantic content of the
input imagel as shown in Fig. 3 Step 1. Modéltakes as input the text embeddiBg and noised
imagex to generate an imag€(x+ ; Ep). It simulates a diffusion process that begins with the input
noise and generates an image that exhibits similar semantic content to the text embgddihg
image-regulated text alignment in D-TIIL is to solve the following optimization problem:

Ean =arngin kI G (XxT;E)k2 sit;;kE  Egokg (2)

where the learnablg is initialized fromEq, and > 0is a small constant determined as a hyper-
parameterk k, andk kg are the vector, norm and matrix Frobinuous norm, respectively. The
constraint is used to control the deviation from the original embedding. This optimization problem
can be solved using the gradient computatioGateratively. The obtained ), is semantically
closer to the image when the original t8xthas inconsistencies and distracting semantic information.

Step 2: Text-guided Image Editing.Next, we generate an edited imaggy: , which is in alignment

with the original text embeddind; . This is intended to materialize the original tekt, within a

visual context, thereby minimizing the presence of extraneous and implicit data. It subsequently
acts as the benchmark for estimating inconsistency. D-TIIL transposes the semaiiicstaf

the image space, with bothy and the aligned text embeddifg,, guiding the editing process.
Speci cally, we introduce a noised version of imalgas the input and leverage the UNet architecture
from the Stable Diffusion to derive two noise estimations, each correspondifgdse target and

Ean as reference. By examining the difference between these two noise estimates in the spatial
domain, we can identify regions in imagghat are most prone to modi cations due to the shift in
conditioning text fromE 4, to Eq. This disparity is then transformed into a binary mask, denoted
asM © by normalizing values within the [0, 1] range and subsequently employing a thresholding
operation. After obtaining/l °, we use the Diffusion Inpainting model (Lugmayr et al., 2022) to yield

the edited imagéeq: , guided by the target text embeddiBg and maskV °. The process effectively
transmutes the textual embeddig into a visual equivalent, purging any distracting or implicit
details, as shown in Fig. 3 Step 2.

Step 3: Align Text Embedding to Edited Image.While the binary mask ° captures the regions of
inconsistency between the input imagand text embedding, it may still include regions that are

not directly related to semantic consistency, such as the objects or scérmsdh.q; that does not
correspond to a verbal descriptionTin This is a form of unrelated information that we use another
round of operation involving the diffusion mod@élto reduce. Speci cally, we formulate another
optimization problenE g, = argming klggr G (x$d‘; E)ks, s.t..kKE  Egkg Wherex-‘idt isa

noised image of . Compared with input text embeddiiig, the aligned text embeddirin:

includes extra implicit information from the images and excludes additional implicit information that
only appears in the text as shown in Fig. 3 Step 3 where we refer this operation as image-regulated
text denoising.

Step 4: Inconsistency Localization and DetectionFrom the two text embeddings that are more
closely alignedE 4 andEgn: , we generate the difference in visual domain denotdd asThis is

done by repeating the mask generation process outlined in Step 21 Titepresents the pixel-level
inconsistent region within the image. To detect the corresponding inconsistent words, we compare the
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Figure 3: The main process of D-TIIL is illustrated conceptually with Venn diagrams, where the semantic
contents of text and image are represented as two circles. The four steps gradually align the semantic contents to
facilitate exposure of inconsistency: given an initial image-text pgik o), the proposed method rst produces

a text embeddin§ an that is aligned witH , and then an edited imadeq: to Iter the inconsistency. In Step 3,

the model optimize&, from thel ¢4: to obtain aEgn Which is aligned witH q: . Finally, in Step 4, the model
produces the inconsistency mask from well-aligned &iE ain ; Egnt )-

edited imagd ¢q; With the inconsistency madid . Speci cally, we leverage the CLIP image encoder

to obtain the image embedding from the imagg . Next, we derive tokenized words from the rows

in Eq that exhibit the greatest cosine similarity with the image embedding, such as the example of
“an orange juice” depicted in Fig. 2. To further generate a regression score that quanti es the degree
of image-text inconsistency, we extract the CLIP image embedding from the masked input image
I usingM . We then compute the cosine similarity score between this CLIP image embedding of
the masked image and the input text embeddip@s the consistency score. The resulting score is
rescaled to the range of [0, 100], serving as the nal consistent scofeur D-TIIL model.

4 TIIL DATASET

We also construct TIIL as a more carefully curated dataset for text-image inconsistency analysis.
Our approach to dataset creation is different from those of existing datasets that use randomly or
algorithmically identi ed pairs as mismatched image-text pairs (Jaiswal et al., 2017; Sabir et al.,
2018; Aneja et al., 2021). We leverage state-of-the-art text-to-image diffusion models to design
text-guided inconsistencies within images and human annotation to improve the relevance of the
inconsistent pairs.

Data Generation. Our methodology starts with a real-world image-text piiy,T g, obtained from

the Visual News dataset (Liu et al., 2020), which offers a rich variety of news topics and sources,
providing us with diverse real-world news data. The rst step in our process involves creating an
edited imagel .. This is achieved by modifying a speci ¢ region lirusing an altered text,, by

human annotators, where the text prompt corresponding to the object is replaced with a different
generation term. The region to be manipulated is manually selected. Through this procedure, we can
generate two consistent image-text pairs, narhely g andfl¢; T, g, as well as two inconsistency

pairs formed byf I; T ,,g andfl¢; Tg. The DALL-E2 model (Ramesh et al., 2022), known for its
capacity to generate images within speci ¢ regions based on text prompts, is leveraged to create this
dataset. Table 1 demonstrates that the DALL-E2 model outperforms real-world image-text pairs in
terms of CLIP similarity scores, indicating its superior ability to capture multi-modal connections.
Fig. 4 illustrates the entire generation pipeline of our TIIL dataset. The process starts with a real
image-text pair. Human annotators then identify the corresponding visual region and textual term.
Subsequently, these annotators provide a different text prompt to replace the chosen term, thereby
creating an inconsistency with the selected object region. The mask of the selected object region and
the swapped text with the new prompt are then fed into the DALL-E2 model for image generation. In
the nal step, human annotators carefully assess the quality of the generated images, evaluate the
image-text inconsistency, and re ne the region mask to provide the ground truth for the pixel-level
inconsistency mask. The TIIL dataset consists of approximately 14K image-text pairs, encompassing
a total of 7,138 inconsistencies and 7,101 consistent pairs. All inconsistent instances in the dataset
have been manually annotated.

Manual Annotations. We also go through a manual meticulous data annotation process by a team

of six professional annotators. The annotation process is carried out following a de ned procedure.
First, the annotators select object-term pairs that align with each other, and then, they input the target
text prompt that corresponds to the selected object-term pairs. The nal step of the process involves
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