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ABSTRACT

Offline reinforcement learning (RL), which aims to fully explore offline datasets
for training without interaction with environments, has attracted growing recent
attention. A major challenge for the real-world application of offline RL stems
from the robustness against state observation perturbations, e.g., as a result of
sensor errors or adversarial attacks. Unlike online robust RL, agents cannot be
adversarially trained in the offline setting. In this work, we propose Diffusion
Model-Based Predictor (DMBP) in a new framework that recovers the actual states
with conditional diffusion models for state-based RL tasks. To mitigate the error
accumulation issue in model-based estimation resulting from the classical training
of conventional diffusion models, we propose a non-Markovian training objective
to minimize the sum entropy of denoised states in RL trajectory. Experiments on
standard benchmark problems demonstrate that DMBP can significantly enhance
the robustness of existing offline RL algorithms against different scales of ran-
dom noises and adversarial attacks on state observations. Further, the proposed
framework can effectively deal with incomplete state observations with random
combinations of multiple unobserved dimensions in the test. Our implementation
is available at https://github.com/zhyang2226/DMBP

1 INTRODUCTION

Reinforcement learning (RL) has been proven to be a powerful tool for high-dimensional decision-
making problems under uncertainty (Mnih et al.l 2015} |Silver et al., 2017; Schrittwieser et al., 2020).
However, its trial-and-error learning manner requires frequent interactions with the environment,
which can be expensive and/or dangerous in a variety of real-world applications (Levine et al., [2020).
A widely adopted solution is to build up a simulator for policy training, which is costly and may
fail due to the discrepancy between the simulator and reality. As a promising alternative that has
received growing attention, offline RL fully explores offline datasets and requires no interaction with
the environments in the training process.

A major challenge of offline training is on the robustness against perturbation on state observations,
which may result from sensor errors, adversarial attacks, and mismatches between statistic datasets
and the real environment. For example, GPS signal errors can lead to inaccurate positioning of
autonomous vehicles, and position sensor errors can lead to erroneous estimation of robot arm
postures. The robustness of the trained policy against state perturbations is vital for preventing agents
from catastrophic movements. In online settings, various adversarial training methods have been
proposed to robustly handle the mismatch between observed and actual states (Zhang et al., [2020;
2021} |Sun et al.| | 2021). These methods are not directly applicable in offline training.

A classical approach against perturbed state observation is to train robust policies against worst-case
disturbances (see the left subplot in Figure[T)), which may lead to over-conservatism (Zhang et al.
2020; 2021). In a pioneering work (Yang et al.| [2022), the authors propose an alternative approach
that adopts the conservative smoothing method to smoothen the Q-value and regularize the policy,
preventing the agent from taking catastrophic movements under adversarial attacks in the test. The
performance of the aforementioned approach may decay quickly with the increasing noise scale,
especially in complicated environments with high-dimensional action and state spaces.
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Figure 1: Overview diagram of classical approach against observation perturbations (left) and the
proposed DMBP improved RL decision process against observation perturbations (right).

For online image-based deep RL, Lin et al. (2017) propose a model-based approach to “denoise”
the observations by predicting the actual states. They construct a multiple-layer perceptron (MLP)
neural network to detect the adversarial attack on image-based observations and predict the original
states for decision-making in Atari games. For state-based RL tasks, similar MLP-based prediction
methods have been used as data augmentation in online (Janner et al., 2019) and of ine (Yu et al.,
2020;2021) settingmstead ofdenoising tools. In general, MLP-based prediction methods cannot be
applied to complicated state-based tasks (like Mujoco) which are sensitive to observation noise and
prone to error accumulation.

Recently, diffusion-based generative modgls (Sohl-Dickstein|ét al.| 2015; Hp et al.| 2020; Song et al.,
2020Db) are widely used in of ine RL/decision-making problems as trajectory generators (Janner et al.,
2022 Ajay et al., 2022; Liang et &ll., 2023) and behavior cloners (Wand et al, 2022). We note that
the potential of diffusion models to facilitate decision making via state denoising has not been fully
explored.

Towards this end, we propose a new framework that predicts the actual states against observation
perturbations for state based of ine RL, which is referred t®#fusion Model-Based Predictor
(DMBP). Different from the aforementioned works, the proposed approach utilizes diffusion models
asnhoise reductiontools rather than generation models, and can therefore enhance the robustness of
existing of ine RL algorithms against different scales of perturbations on state observations.

A diagram of the proposed approach is shown in the right subplot of Higure 1. Given the past-
estimated state trajectory, last-step agent-generated action, and the noised current state from the
environment, DMBP utilizes a conditioned diffusion model to estimate the current state by reversely
denoising data. To mitigate the error accumulation issue in state estimation, we propose a new
non-Markovian loss function that minimizes the sum entropy of denoised states over the RL trajectory
(cf. Sectior] #). In order to well capture the relationship between the noised current state and the
denoised state trajectory (especially the last RL timestep denoised state), we propose an Unet-MLP
neural network structure to predict noise information (cf. Appendix B.1). The output of DMBP is an
estimation of the current state, which is fed into an of ine RL algorithm to generate the action. To our
knowledge, this is thest state denoising framework for of ine RL against observation perturbations

in state-based tasks.

The proposed framework has several advantages over existing of ine RL methods against noisy
observations. First, with an objective of recovering the actual state, DMBP can signi cantly strengthen
the robustness of existing of ine RL algorithms against different scales of random noises and
adversarial attacks. The proposed approach does not lead to over-conservative policies, compared
with counterparts that train robust policies against worst-case (or adversarial) perturbations.

Further, by virtue of the capability of diffusion models to in Il the missing regions.(image
inpainting), DMBP facilitates the decision making under incomplete state observations with random
combinations of multiple unobserved dimensions in the test. Such a situation is common in reality,
for example, when robots continue to work with compromised sensors.
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2 RELATED WORKS

Robust RL. Robust RL can be categorized into two taxonomies: training-time and testing-time
robustness. Training-time robust RL involves perturbations during the training process, while
evaluating the agent in a clean environment (Zhang et al., 2022b; Ye et al., 2023). Conversely,
testing-time robust RL focuses on training the agent with unperturbed datasets or environments and
then testing its performance in the presence of disturbances (Yang et al., 2022; Panaganti et al., 2022).
Our work primarily aims at enhancing the testing-time robustness of existing of ine RL algorithms.

Testing-time robust RL formulations can generally be divided into three categories (Xu et al., 2022).
i) Uncertain observationdn online settings, Zhang et al. (2020) propose a state-adversarial Markov
decision process (SA-MDP) framework, which is advanded by Zhang et al. (2021); Sun et al. (2021)
that adopt neural networks to simulate worst-case observation attacks for the training of more
robust policies. In of ine settings, Yang et al. (2022) utilize the conservative smoothing method
to make the agent take similar actions when the perturbations on state observation are relatively
small. ii) Uncertain actions Tessler et al. (2019) explore the training of robust policies against
two types of action uncertaintieise., occasional and constant adversarial perturbations. Tan et al.
(2020) utilize adversarial training on actions to enhance the robustness against action perturbations.
iii) Uncertain transitions and rewardsThe computation of optimal policies against uncertain
environment parameters has been explored under the robust Markov Decision Process (MDP) (Xu &
Mannor, 2006; Roy et al., 2017; Ho et al., 2018) and the distributionally robust MDP frameworks (Xu

& Mannor, 2010; Yu & Xu, 2015). In online RL settings, Pinto et al. (2017) and Gleave et al. (2019)
train the agent under adversarial model uncertainty through a two-player Markov game approach
(Littman, 1994). For of ine RL training, Panaganti et al. (2022) propose a dual reformulated robust
Bellman operator to deal with the uncertain transition probability.

For models in the rst two categories, the true states and transition probabilities of the environments
are not in uenced by the action, which is not the case for the robust approaches against model
uncertainties developed in the third category. Our work belongs to the rst category.

Diffusion models in of ine RL. The diffusion model was originally proposed as an iterative
denoising procedure for image generatiomamputer visior{Sohl-Dickstein et al., 2015; Ho et al.,
2020). Recently, diffusion model has been adopted in decision-making for state-base®iffisksr

(Janner et al., 2022) aridecision Diffuser(Ajay et al., 2022) utilize the conditional diffusion model

as a trajectory generator to facilitate the decision making of the agent. Wang et al. (2022) propose the
Diffusion-QLalgorithm that adopts the diffusion model to regulate the policy not to be far away from
the one used in datasets, in a similar spirit to Fujimoto et al. (2019); Wu et al. (2019). Different from
the aforementioned works, the proposed approach utilizes the diffusion model as a denoiser (against
state observation perturbations) rather than a generator, for robust of ine training of RL agents.

3 PRELIMINARIES

Ofine RL.  RL tasks are generally modeled as Markovian Decision Processes (MDP) in the form of
M =(S;A;r;P; ;d o), whereS is the state spacd, is the action space,: S A! Rrepresents

the reward functionP is the model dynamics, 2 [0; 1) is the discount factor, andh 2 ( S) is

the distribution of initial stats, (the set of the probability distribution ov&r is denoted aq X)).
P(sYs;a): S Al ( S) represents the transition function from state® s® when taking action

a. The state-action-reward transitions over trajectory are recorded=a¢s; at;ri): o.The goal

of RL isgo learn a policy that maximizes the expectation of the cumulated discounted reward
R( )= [, 'r(si;a)),denotedby =argmax Es, doa [R( )]

A commonly used iteration method for state-based tgsks is undactbecritic framework, where

the Q-value of apolicyisde ned & (st;at) = Ea | ilzt (it Yr(s;;a;)] andis modeled using
neural networks (recorded 85 (st; a¢)). To approach an optimal policy, the temporal difference
(TD) method is adopted to update the critic Q-value by minimizing the TD lass ( ) =
E(s:ars9zp [(T + Maxaoa Q (s%a% Q (s;a))?]. The actor is updated blyacior () =
Esopa  (js)[ Q(s;a)], where the datasé records historical interactions between agent and
environment, and is continuously updated in the alternate training of the actor and the critic. In of ine
RL settings, the training is performed on a statistic datBset= f (s; a;r; s9g, which is obtained

from a behavior policy without any interaction with the environment.
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Direct adoption of the actor-critic approach may lead to a severe distributional shift between the
trained policy and the behavior policy due to the over-estimation of the Q-value of actions
unseen in datasets. To mitigate this isquaicy regularizationhas been adopted to update the actor
through constrained policy loss (Wu et al., 2019; Kumar et al., 2019; Fujimoto et al., 2019; Fujimoto
& Gu, 2021; Wang et al., 2022):( ) := Lg( )+ actor Lactor ( ), WhereL4( ) is the behavior
cloning loss representing the nominal distance between the trained policy and the behavior policy,
and ,cor IS the coef cient for the Q-value term. Alternativelgpnservative Q estimatiarpdates

the critic through minimizing the constrained Q-value loss (Kumar et al., 2020; An et al., 2021; Lyu
etal, 2022; Yang et al., 20220:( ) := Lq( )+ citic Lto( ), whereLqy( ) is the penalty on
Q-value for out-of-distribution actions, and,iic is the coef cient for the TD loss term.

Diffusion model. Diffusion based generative models have been widely used for synthesizing high-
quality images from text descriptions. Tf@ward processi.e., the noising process, is a Markov
chain that gradually adds Gaussian noise to data according to a variance schedulg  :

a(X1k j Xo) = N a(Xk j Xk 1), d(Xkj Xk 1):= N (Xk;p 1 Xk 15 kl).
k=1
Thereverse process.e., the denoising process, is a Markov chain with learned Gaussian transitions
that usually starts ai(xx ) = N (Xk ;0;1):
— Q - Ly . - :
P (Xok) = p(xk) = P Xk 1)XKk), P Xk 1]Xk) = N(Xk 15 (Xi;K); (X5 k).
k=1

Ho et al. (2020) derive a simpli ed surrogate loss for thegerse procesdenoising:
Ldenoise( ) = Ek [LK], N (05 )[k (Xk; k) kz]: (1)

The Gaussian noise which perturbs the original datey to noised datx , is estimated through the

neural network based predictor(x; k). xx 1 is sampled from the reverse process aéx; k) and
(xk; k) are functions of (x; k). Itis straightforward to extend diffusion models to conditional

ones withp (X 1 j X¢;c) (conditioned on informatiok), where the noise prediction is given by
(Xk; k;©).

4 DIFFUSIONMODEL BASED PREDICTOR

We express the perturbed version of the original stades, whereBy(s; ) = fs:d(s;s) gis

the perturbation set and the mettiC; ) is based o, norm, as in Shen et al. (2020). An adversarial
attack on stats is introduced in Yang et al. (2022%: = argmaxszg,(s; ) D( (js)k (js)),
whereD ( k) is the divergence of two distributions. The targets of both works are to minimize the
smoothness regularizer for the polidg;; = Esop Maxszs,(s; ) D( (js)k (js)), and to mini-

mize the smoothness regularizer for the value funct}i:= Esop .a  Maxsy By(s; ) (Q(s;a)

Q(s; a)), against the perturbations on state observations. We remark that we do not normalize the
state observations when applying the perturbations as in Shen et al. (2020); Sun et al. (2021), in
contrast to Zhang et al. (2020); Yang et al. (2022).

In Section 4.1, we propose DMBP to recover the actual state for decision-making (which is fun-
damentally different from the technical approaches in aforementioned works). In Section 4.2, we
propose a new non-Markovian loss function to mitigate error accumulation. In Section 4.3, we apply
DMBP to RL tasks under incomplete state observations with unobserved dimension(s).

4.1 CONDITIONAL DIFFUSION FOR PREDICTING REAL STATE
As there are two timesteps involved in our framework, we use supersckpgsf 1;::: K gto denote

DMBP is inspired by the diffusion model framework originally proposed for image generations (Ho
et al., 2020). As the proposed framework essentially deals with information with small to medium
scale noises instead of generating data from pure noise, we redesign the variance schedule as:

b4 ¢ @ ~ 1 i1

i=1 j=emay, = T et
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wherea; b; care hyperparameters (cf. Appendix B.2). The redesigned variance schedule restricts the
noise scale to be small in the diffusion process and limits the total number of diffusion timksteps

for predictor training. We use the conditional diffusion model to obtain the denoisedsfaben

the noised state;, with the condition on last step acti@an ; and the previously denoised state
trajectory & ; := £81;%,;:::;6 10. The denoised stat is sampled from the reverse denoising
process, which can be expressed as a Markov chain:

YK _ .
& psPiar 1 F)=f(s) p(st tishar 1 o) )
i=1
wheref(st) = p?st. The transitiong (sit b sl;a; 1; £ 1) can be modeled using Gaus-
sian distributiorN (s 1 (shrar 1; & 450); (shar 13 & 131)), with the following mean and
variance (Ho et al., 2020):

P @ i) P

(sha 15 & 450)= s+ ——1s{";  (shay 1 & 5i)= L.
1 i 1 i
Here,s{)(i) is the state directly recovered from the current diffusion step noise prediction, which is
given by
i 1, P— :
stV=p=[sl "1 | (sha u i (3)
I
The reverse diffusion chain is given by
o s : _ ) ~
st lisi=p= Bﬁ (sha 1 S0+ 75 (4)
[ [ [

where N (0;1) and is setto b@ at the nal denoising step (= 1). For the nal step denoising
output of Eq. 48? (i.e., the output of DMBP), we refer it to & . $; can be used for decision-making

by any of ine-trained agent according g =  ( j $). & is stored in the trajectory cach¢,

and the pair of (£, a;) will be utilized for the next step denoising. In practice, on account of the
stochasticity involved in the diffusion process, we denoise the state 50 times in parallel and take the
average value as the nal outp$ to prevent the denoised state from falling out of the distribution.

We nd that directly inputting state trajectories and action into neural networks leads to poor noise
estimation (cf. Appendix C for ablation study on network structure), partially due to the fact that
$: 1 is more closely related t§ than$; withj <t 1, and that this information cannot be well
captured by neural networks. Therefore, we rst extract the information from the trajectory with
U-net (Ronneberger et al., 2015; Janner et al., 2022) (recordedsls ¢ ;)), and then utilize an
MLP-based neural network to predict the noise througty (s; & ;);s};a; 1;$t 1;i), whichis
represented by (s};a; 1; ¢ 4;i) for notational convenience. See Appendix B.1 for details.

4.2 NON-MARKOVIAN LOSS FUNCTION

The accuracy of the current denoising resulis highly dependent on the accuracy of the diffusion
condition & ;. A straightforward adoption of the loss function 1 in the denoising diffusion probabilis-
tic model (DDPM) (Ho et al., 2020) may lead to severe error accumulation in online testing, due to the
mismatch between the training-process noise predicti¢si;a: 1; ¢ ;;i) and the testing-process
noise prediction (sl,;;a¢; ¢ 1;i). To mitigate error accumulation and enhance the robustness of
DMBP, we propose a non-Markovian training objective to minimize the sum entropy of denoised
states over the RL trajectory

X
Lentropy = Esi2 qs0) logP (St jar 1; t§ 1) %)
t=2
whereP (8 ja; 1; £1)=p (sPjar 1; &) is the distribution of state after denoising at RL
timestept. Following the setting in (Ho et al., 2020), we establish a closed-form expression of the
training objective that minimizes Eq. 5, which can be simpli ed as (cf. the deta#s in Appendix A):

X , .
I—simple( ): Esl do; 't N (0;1);i U g K (S“It;at 1 t§ 1; |) {kz ; (6)
t=2
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terms are sampled through:

g=P p

Tise+ T 1, 1N (051,
For computational convenience, we further simplify Eq. 6 and derive our non-Markovian loss function

(N is the condition trajectory length amd is the sample trajectory length):

LC)=Eiu; N @)i(si nimsew b K (git;at ) ik2+

| {z }
Lt
v 1 | @)
kK (Shiam 155 1) mk®
m=t+1 | L{Zm }
where the state trajectory condition for the predictom L is the original & ; = fs¢ n;:::;St 10

p= s T (shay 1 o) otherwise ( 2ft;:::;t+ M  2g):

Different from the loss function in Ho et al. (2020) that concerns only single-step diffusion accuracy
(for data generation under conditions on ground-truth states), the proposed non-Markovian loss
function trades off between the diffusion accuracy at the current RL timestep and the condition shift
in a long RL time horizon (to avoid error accumulation).

4.3 DIFFUSION BASED STATE INFILLING FOR UNOBSERVED DIMENSION

Inspired by the application of diffusion models in image inpainting (Lugmayr et al., 2022), we
propose a state in lling procedure for DMBP facilitated decision making, which is shown to work
well on state-based RL tasks with incomplete state observations (cf. Section 5.2).

We denote the ground truth statesas N
the unobserved state information as—— - <
(1 m) s, andthe observed statéRequire: s¢ N (0;1);si;ac 1; ¢ 15m
information ass; = m s, which 1 fori=K:::;1do

is incomplete with some masked di-2° ~ foru=1:::::U do

Igorithm 1 Diffusion based state in lling for DMBP

mensions. Given the recovered statejj N '}I (0’_| bﬂs +1yﬁélfei—.0

trajectory ¢ ;, agent generated ac-_ & known 0_' .f'. ' | ! 0

tiona; 1, and the known information 5: z N_( ")i'. '> ,1‘25?? N

of the current state;, DMBP aims to 6: pred (s“?‘ Lot i) p_
recover the original sta for deci- /- Stunknon = PSSt P==— pred T iZ
sion making. Following the inpaint- g: St tEmoosgton T@ M) S
ing method of Lugmayr et al. (2022), 9: ifu<u anciy' > 1then

DMBP in lIs the missing state infor- 10: st N T T asp 5ol

mation through Algorithm 1. For eachll: end if

diffusion timestep, the known regionl2:  end for
of the state is determined from the for}3: end for
ward process (noising process) in ling® "etum $
4, and the unknown region of the state is determined from the reverse process (denoising process) in
line 7. To avoid the disharmony of the forward and reverse process generated information, the com-
bined information (in line 8) takes one diffusion forward step in line 10, which is called “resampling”.
The resampling is performed lby times for one diffusion timestep. More resampling times may lead

to more accurate and harmonious diffusion information at the cost of higher computational load.

= s

5 EXPERIMENTS
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We evaluate the proposed DMBP together with sev-
eral state-of-the-art baseline of ine RL algorithms
on D4RL Gym benchmark (Fu et al., 2020) against
different types of attacks on state observations. The
baseline algorithms include Batch Constrained deep
Q-learning BCQ) (Fujimoto et al., 2019), Conser-
vative Q-LearningCQL) (Kumar et al., 2020), TD3
with Behavior Cloning TD3+BC) (Fujimoto & Gu,
2021), Diffusion Q-LearningQiffusion QL (Wang

et al., 2022), and Robust Of ine Reinforcement
Learning RORD (Yang et al., 2022).

We train DMBP for 300 epochs (1000 gradient steps

with a batch size of 256 for each epoch) with hy-

perparameters de ned in Appendix B.2. We train

the baseline algorithms with the corresponding sug-

gested hyperparameters in speci ¢ environments and

datasets. We perform two tests, on robustness against

noised state observations (in Section 5.1) and on ro-

bustness against incomplete state observations with

unobserved dimension(s) (in Section 5.2). We uti-

lize the same DMBP for all baseline algorithms (cf.

the framework in Figure 1), and benchmark their

performance against the original baseline algorithms

(without DMBP). We present partial results on the

D4RL Mujoco benchmark, and the results of other

datasets (including medium-expert, medium, arkdgure 2: Visualization of the denoising ef-

full-replay) and other benchmarks (including Adroitect of DMBP with Diffusion QL (trained on

and Franka Kitchen) can be found in Appendix D.the dataset of hopper-meidum-replay-v2). The
observation is perturbed with Gaussian dis-
tributed random noise with std of 0.10.

5.1 ROBUSTNESS AGAINST NOISED STATE OBSERVATIONS

Firstly, we evaluate the performance of DMBP in a basic setting with Gaussian noises of standard
deviation : st = st + N (0;1). The evaluation results in Table 1 indicate that DMBP can
signi cantly enhance the robustness of all baseline algorithms, especially on the dataset “medium-
replay”, where DMBP strengthened baseline algorithms achieve similar scores as in the corresponding
noise-free cases. To demonstrate the powerful denoising effect of DMBP, we visualize a partial
trajectory of "hopper" during the test in Figure 2.

Table 1: DARL score of the baseline algorithms ("base" recorded in black) and the DMBP strengthened
ones ("DMBP" recorded in blue) trained with expert (e) and medium-replay (m-r) datasets under
different scales of Gaussian random noises on state observation. The evaluation results are averaged
over 5 random checkpoints (20 tests for each checkpoint).

Noise BCQ CQL TD3+BC Diffusion QL RORL
scale base DMBP base DMBP base DMBP base DMBP base DMBP
0 9918 - 93.06.1 - 95889 - 929 10.7 - 108511.2 -
e 0.05 4526 602239 18186 609225 7.36.6 77.1 155 4.8 3.6 75.2 20.7 154 3.9 557 29.2
010 4525 268162 7.440 405 16.6 4.7 3.6 475222 3325 39.8 21.8 3.7 1.9 32.8 204
0 416 42 - 47010 - 45209 - 47708 - 66.7 1.4
m-r 010 20669 385112 35613 45810 28555 44310 30141 45609 43524 61912
0.15 14.810.2 35.187 28815 44611 24089 42526 24276 44630 30359 58412
0 884224 - 109.1 13.7 - 108.9 10.5 - 1049 15.1 - 110431 -
e 0.05 34.313.4 61.0252 41.221.8 857262 322184 79.1282 38.212.4 84.827.4 56.9 349 64.319.8
0.10 243109 37.1185 243118 48.820.4 22.711.6 32.6 187 24.09.3 56.1 17.3 24.120.2 375105
0 787196 - 96988 - 809245 - 95.717.2 - 103108 -
m-r 010 1579.0 66.817.3 47521.6 89.1124 144123 719245 259124 859 209 859295 1032 1.3
0.15 11172 645172 33.721.2 80.7165 9.6 7.3 66.1 22.8 17.911.5 72.2 229 51.122.3 104232
0 111606 - 108819 - 110705 - 109.6 0.5 - 104.8 125 -
e 0.10 77.937.6 110.32.0 97.6 21.9 94.320.3 72.939.4 109.2 15 93.3 27.2 109.14.0 95.4 19.7 97.8 20.2
0.15 28.2 32.4 104.2 135 78.933.2 834233 9.213.6 107552 30,5325 94518.1 81.626.4 845 26.4
0 506 316 - 79948 - 84798 - 93.1109 - 88.71.9
m-r 010 14.7 11.1 53.1285 70.818.9 78.77.2 40.7 253 84.48.7 596 31.8 926106 88.61.1 884 25
0.15 11259 529299 486265 73.610.1 16,5128 77.917.2 19.2157 91.39.6 89.412 89.045

Env Dataset

HalfCheetah

Hopper

Walker2d
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Table 2: D4ARL score of the baseline algorithms and the DMBP strengthened ones under uniformly
distributed random noise (U-rand), maximum action-difference attack (MAD), and minimum Q-value
attack (MinQ) on state observations.

Dataset/ Noise BCQ CQL TD3+BC Diffusion QL RORL

Env Noise Scale Type base DMBP base DMBP base DMBP base DMBP base DMBP
< e U-rand 7.4 49 69.1 215 27.26.4 69.6 22.4 16.3 13.1 84.2 17.1 11.6 109 77.8 21.8 243 7.5 66.8 27.0
° 0.05 MAD 3.6 1.7 525179 12469 61.2 19.7 4735 654 16.0433.2 62913214125 54327.1
2 ) MinQ 12.8 9.3 51.8 23.9 19.4 11.3 60.4 19.4 18.04.2 88.211.3806.7 7111529388 71.029.1
g mer U-rand 31.510.6 40359 40926 46418 36.96.6 469 1.1 3855.7 46.80.9 39.923 61211
‘I‘S 0.10 MAD 19.2 8.2 294 6.9 29.026 46509 27134 36209 22338 34555 22515 623 1.0
) MinQ 5.1 52 36.788 39208 46211 36.76.8 44811 37.04.8 386 11 34014 63223
e U-rand 46.1 20.7 66.9 26.3 59.6 29.4 95.7 23.8 42.6 28.4 84.0 27.4 53.2 20.8 84.4 25.3 85.3 37.0 81.9 25.2
5 0.05 MAD 31.1 14.4 53.2 24.2 22.6 13.9 73.9 27.9 27.2 10.9 60.3 27.2 36.8 9.0 37.1 12.3 36.6 22.2 59.0 13.8
oy ) MinQ 47.4 18.9 62.5 27.9 32.7 13.5 58.7 17.9 45.3 27.5 95.7 27.6 66.7 33.6 59.2 23.9 79.8 32.7 59.4 22.1
] U-rand 18.58.2 68.9 19.2 66.3 20.1 95.9 8.8 20.6 9.1 65.4 22.0 33.9 10.7 94.9 17.7 80.7 28.0 103515
T m-r
0.10 MAD 5.1 50 37.526.1 321159 8891376155 6432189981 383158 51.630.797525
) MinQ 5.3 54 18.3 184 84.6 14.1 87.56.6 11.8 7.6 80.5 18.1 51.2 25.1 62.5 27.3 98.3 6.2 103.2 24
U-rand 102.1 1.8 110.4 0.8 106.1 9.9 106.0 7.4 106.1 2.9 110.0 0.5 107.2 1.0 109.4 0.5 95.1 15.7 97.2 9.5
e
@ 0.10 MAD 50.5 43.7 70.5 13.3 64.1 27.0 97.6 16.1 19.9 22.7 69.7 17.5 36.6 35.5 88.2 24.8 61.9 29.2 83.8 19.9
g ' MinQ 99.9 22.2 105.6 1.1 99.9 11.8 102.4 6.9 91.9 22.4 105.5 1.3 101.1 2.0 102.4 1.3 91.8 28.0 89.3 13.3
& mer U-rand 17.3 12.2 54.9 25.7 69. 978192 51 3836148642278 91.112189.9 11 887 2.1
= 015 MAD 6.6 3.3 434 29.8 19.7 147 78488 88 44 70.819.1 7223 66.1 24.2 81.9 11.5 90.5 3.5

MinQ 7.3 42 30.3 26.1 66.511.8 78.54.2 21.7 15.9 76.4 14.9 47.2 23.2 68.0 19.5 82.3 1.4 89.6 1.7

We consider three additional types of noise attacks that are commonly used on state observations,
where DMBP-strengthened algorithms also outperform the corresponding baselines (cf. Table 2):

i) Uniform random noise distributed inside the ball with the normof : sy = s¢+  U( [|;1).

i) Maximum action-difference (adversarial) attack: The noises are selected insite thedl with

the norm of , such thasy = sy +argmaxssg,s; y D( (js)k (js)). Among 20 samples

in the ball, we choose the one with the largest( js) (K>

iii) Minimum Q-value (adversarial) attack: The noises are selected insidg thmall with the norm

of suchthats; = sy +argming,p,(s: ) Q(st;  (j$)). Again, we sample 20 times and choose

the one with the minimum Q to be the perturbed state

The latter two adversarial attacks have been considered in the literature (Pinto et al., 2017; Zhang
et al., 2020; Yang et al., 2022). For fair comparison, when we use DMBP against adversarial attacks,
we rst sample 20 noised statas and denoise them using DMBP, and then choose the denoised
statess; with the maximum action difference or the minimum Q-value as the perturbed state.

Figure 3: The performance of CQL, DMBP-CQL, RORL, and DMBP-RORL with incomplete state
observations that have 1-5 unobserved dimensions. The dash-dot lines represent the performance of
the corresponding baseline algorithms in the original environment with fully observable states. (The
total state observation dimension is 11 for hopper, and 17 for both halfcheetah and walker2d.)
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5.2 ROBUSTNESS AGAINST INCOMPLETE STATE OBSERVATIONS WITH UNOBSERVED
DIMENSION

We utilize DMBP to recover the missing state information for decision-making. In D4RL benchmark
problems, we mask some dimensional state information that cannot be observed by the tested policy
(i.e., the masked dimensions of the state are set ast0Xdr2; 3;:::; Tg). The baseline algorithms

make decisions based on the observed (incomplete) states, and DMBP-improved counterparts take
actions according to the recovered states. For each dimension of the state, we make the dimension
unobserved and conduct 10 tests. When multiple state dimensions cannot be observed, we randomly
select 30 groups of dimensions and conduct 10 tests on each group. The experiment results of
CQL, RORLwith of ine “expert” and “medium-replay” datasets are shown in Figure 3. DMBP

signi cantly enhances the performance of all baseline algorithms by accurately predicting the missing
state information. On “medium-replay” datasets, the DMBP strengthened algorithms incur little
performance degradation in masked environments, compared with that achieved in the original
environments with complete and accurate observations.

5.3 ABLATION STUDY

Figure 4: The checkpoint and training process evaluations of DMBP-Diffusion QL under Gaussian
random noises, where DMBP is trained on hopper-expert-v2 with different sample trajectory lengths
(M). The curves are averaged over 5 random seeds, and the checkpoints are selected randomly after
gradient steps @@ 10°.

In Figure 4, we conduct ablation studies on dataset "hopper-expert-v2", where algorithms are more
prone to error accumulation than in other datasets/environments, to demonstrate the ef cacy of the
proposed non-Markovian loss function and evaluate the impact of the non-Markovian sampling length
(M in Eq. 7). We utilize pre-trained Diffusion QL for decision-making to evaluate the performance
of DMBP under the framework in Figure 1. Other hyperparameters and DMBP training follow the
basic settings in Appendix B.2 and D.1, respectively.

WhenM = 1, the DMBP training objective 7 reduces to the classical training objective of diffusion
models in Eqg. 1i(e. Ly = 0 in Eqg. 7). From the second to the fourth subplots of Figure 4, we
observe that the direct adoption of classical conditional diffusion models suffers from severe error
accumulation as training proceeds. The proposed non-Markovian training objective signi cantly en-
hances the robustness of the baseline RL algorithm against state observation perturbations, especially
when the noise scale is large. WHhdnis no less than 6, the performance of DMBP remains almost

the same. To expedite the computation, weMset 6 for the "hopper" environment. More ablations
studies on neural network structure and condition trajectory lendth€én be found in Appendix C.

6 CONCLUSION

In this work, we propose the rst framework of state-denoising for of ine RL against observation
perturbations in state-based tasks. Leveraging conditional diffusion models, we develop Diffusion
Model-Based Predictor (DMBP) to recover the actual state for decision-making. To reduce the error
accumulation during test, we propose a new non-Markovian loss function that minimizes the sum
entropy of denoised states along the trajectory. Experiments on D4RL benchmarks demonstrate
that the proposed DMBP can signi cantly enhance the robustness of existing of ine RL algorithms
against different scales of random noises and even adversarial attacks. The proposed framework is
shown to be able to effectively deal with the cases of incomplete state observations (with multiple
unobserved dimensions) for state-based RL tasks.
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A DERIVATION OF THE TRAINING OBJECTIVE INEQ. 7

Following the standard setting of diffusion models with Gaussian distributed noised states (Sohl-
Dickstein et al., 2015; Ho et al., 2020), below we derive the non-Markovian training objective via
conditional diffusion models.

Suppose that the initial state is perfectly known for the agents; is known and does not need to
be estimated.® ; ;= f§ j1 | t 1grepresents the denoised state trajectory. Our learning
objective is to minimize the cross-entropy of the denoised states along the RL trajectory:

P .
Lentropy = ) Eq(s[) logp (3'91 at 1, 19 1) .
t=
We denote the state in the forward diffusion process @d the state in the reverse diffusion process

ass}. We referp (s? j a; 1; &) toasp (sP) below. Following Ho et al. (2020), we adopt the
variational lower bound (VLB) to optimize the negative log-likelihood:

X
Lvis = Bgs)  logp (s )+ Dy (a(st™ jskp (st jstiar 15 ¢ q)
t=2
= Ey lo 3‘0 + Eiix 1K g0 O (S Jst)
o q ap ( t) th q(si " js?) p (glK jS{J,at 1 4 1)
(st Jst)
= E |ng( )+E1K LK O
- q s a(s{ js?) p (P jsPa; 1; & )p (59)
a(st™ jsp)
= E ik 1K g0 0
o S a(st JSI)" p (SQK Js?,at 1 1) ,
Q
_ o < q(StJSI Y
= B qspegsy log s
t=2 p(SK) |1p(5‘t Yisha 1 &)
C ol . qst *isi;s?)
= Equx LK ig0 logp (S‘OJS‘l,a ; $ )+ log -
o Si aq(si " jsy) t trAt 1y t 1 - p(%{ 113{,at 1 1)
q(st j st)
+log ————~
p(st)
)J 0: gl $
= EstliK q(stk js?) |ng (S'tJS't;at 1 ¢ 1)
t=2
X o .
+  Diu ast Misus)kp (st tistar 1 1)
i=2

+ Do o(sf s kp (sf)
(8)

whereDg (k) represents the Kullback-Leibler divergence and it is guaranteed_that
Lenropy (Ho et al., 2020).

As in Ho et al. (2020), for the rstterm in the last line of Eq. 8, we let

. st
p(sfistiar 1; $1)=N p‘jl p% (shar s S0 1 ¢ (9
1 1

To directly produce the noised state under Gaussian distributed perturbations, we obtain from the
forward diffusion process that

sit:piist+p17iit; PN (0;1);i 212,20 K (10)
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For the expression in Eq. 9, we have

logp (sfjst;ar 1; ¢ 1)
=lo h(2 )% H '%I + }kS_O gél + 1 (5’1'3. . ¢ 1)k2
=log J 1) 25t pil pﬁ toat 1, ¢ 1 (1) (1)

1 . . 1 (=
=§|09 ) J+le (stiac 13 ¢ ;1) Itlk(z)l;
where the rst equality follows from Eqg. 9, and the second equality holds due to Eq. 10.
For the second term in the last line of Eq. 8, we let (Ho et al., 2020)

p__
a(si tjsi;sd)=N Il i' Ysi+ 1' 1i's?; 1 'il O (12)
and
!
i1l oo .8y SJI i ji. .s.-.lil
p(gt JS't’at Lt l)_ N pjl Ieﬁ (s't!a'[ 1y t 1,')1 1 : i
I I

(13)
Utilizing the Kullback-Leibler divergence for Gaussian distributions in Eq. 12 and Eq. 13, we obtain

Die o(st “istis)kp (sf Yishiar 15 & y)
i 1i_0

PTa iy s | -
S| + s pl+ p—_— (sha 1; )KL
1 i 1 i i i(1 i) T

1
=k
2

= k (shay 1 S0) Ko
2.1 i 1) (ttltl) t

(14)
where the last equality follows from Eq. 10.
As in (Ho et al., 2020), for the third term in the last line of Eq. 8, we let
. p—
aisft jsP)= N ksd: (@ k) (15)

In a similar spirit to the pure Gaussian distributed noise assumption made in Ho et al. (2020), we
assume that the observed noised state follows a Gaussian distriligtion,

p(sf)=N ms?;n (16)

According to Eg. 15 and Eq. 16, we obtain the KL divergence of two Gaussian distributions

: 1 . p— 1 1
D o(sf isDkp () = 5 k€« m)sPkfy y o+ d=— d dlog=—* |

2
an

which is a constant and does not depend on the neural network parameters
Substituting Egs. 11 14 17 to the last line in Eq. 8, we can exjress as

#
X 4 . o -
Lvie = Esi do;in (o) Gt 'k o (star 15 ¢ i) K
t=2 i=1
" # 18
- X XX i i .8 2 : o
- E51 do;{N 0;1) Ct+ k (S't'at 1, t 11') tk 1,
t=2 t=2 i=1

whereC; isaconstantfot 2 f 1;2;:::;T 1g:

1 p__ 1 1 o
Co=3 k(" msk, y o+ d=—" d dlog=—+log 2)%] 1 |

and the coef cients for the norm terms are given by
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8
1
2 = ifi=1;
i = 21

> i
21 i)

Following the setting in Ho et al. (2020), we ignore the constant term and the coef cients. The
training objective in Eq. 18 can be simpli ed as

otherwise ( 2 2;3;:::;KQ):

#
XX ' s . P2
I-simple( )= E51 do; I N (0;1) k (S{;at 15 ¢ ul) ![k
Lt=2 i=1 4
X X ' $ iL2
= Es, doin (o) k (star 15 ¢ i) ¢k (19)
= Es, doi IN (0i1)ii U« k (S'it;at 1 tg i) {kz ;
t=2

whereUy is the uniform distribution over discrete $ét; 2;::: ;K g, andfor & ; := & jj t 1g,
we have

8 -
> S1 ifj =1;

- s . _
S > fi(sf) po(sf tishia 1 S y) otherwise ( 2f2;:::;t  1g):
i=1

From 19, itis clear that the simpli ed target is to makeg(s}; a; 1; ¢ ;;i) as close as possible tO
for anyt. From the forward noising process in Eq. 10, we have the following approximation
i s} i i .
&=s" pi 917' (shhag 15 & i)y t2f205T g (20)
I |

Therefore, Eq. 19 can be expressed as:
Loimpe ()= Bsy a0 i n (01 U |< (§é;a1i{szlii) i2k§+

terml
X _ \ - (22)
i . i i .
t:3||( (si;at 1'{7t i) tk} ;
term2

where &, :=f$ jj t 1g, and$ along the RL trajectory can be calculated through Eq. 20
iteratively fromt = 2 tot = T. However, this is time-consuming as the sampling process needs to
be looped forT  2) times. In addition, the historical state trajectories multiple RL timesteps ago
have little impact on the current denoising results. To expedite the computation, we extract a partial
trajectory with a window size dil + M (N is the condition trajectory length am is the sample
trajectory length) in Eq. 21, and set the training objective as in Eq. 7:

LO)= Eiuw: on ©@its wimsew oo K (Shac 1 & i) (k+

| {z }
Lt
I+%I 1 . .
(Shiam 1im 1) mk
_— @ )
Lm
where the state trajectory condition for the predictoin L; is the original & ; = fs; n;:::;St 10

p—= s T 7 (83 1o P 1)) otherwise ( 2ft::;t+ M  2g):

15



Published as a conference paper at ICLR 2024

B IMPLEMENTATION DETAILS

B.1 DMBPNETWORK STRUCTURE

Figure 5: Neural network structure of DMBP.

We implement DMBP based on classical diffusion models (Ho et al., 2020). As discussed in
Section 4.1, the naive adoption of MLP neural network structure, which stacks all inputs in one
dimension, leads to poor estimation of noise, partially due to the facéthatis more closely related

tosi thang; withj <t 1, and that this information cannot be well captured by the MLP structure.
Therefore, we rst extract the information from the trajectory with U-net (Ronneberger et al., 2015;
Janner et al., 2022) (see "Information Extraction” block in Figure 5). Then, the output of U-net
U (s}; & ,)is attened on one dimension and fed into "Noise Prediction" block together with the
noised current staﬁ{, last-step agent generated actian 1, last-step denoised stae 1, and the
diffusion timestep.

It should be mentioned that directly inputting state and action to neural networks may lead to poor
estimation performance, partially due to the much higher dimensionality of state than that of action.
We utilize MLP-based neural networks as encoders to match the dimensions of action and states.
The nal output of our Unet-MLP neural network is recorded a¢sl;a; 1; £ ;;i). Detailed
hyperparameter settings can be found in Appendix B.2, and ablation studies on network structure can
be found in Appendix C.

B.2 DMBPHYPERPARAMETERS AND TRAINING

As discussed in Section 4.1, the proposed framework essentially deals with information with small to
medium scale noises instead of generating data from pure noise. We redesign the variance schedule
to restrict the noise scale in the diffusion process and limit the total number of diffusion tim&steps

for predictor training. The generic neural network and the variance schedule hyperparameters can be
found in Table 3.

Since action and state dimensions vary greatly in different environments, we choose different numbers
of neurons in the proposed MLP-based encoders in various environments. The corresponding
hyperparameter is recorded as the embedded dimensiand the action/state encoder can be
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expressed as FE(, % ) with Mish activations. Besides, for different benchmark environments and
datasets, we choose different condition trajectory lendthsand sample trajectory lengthigl () to
achieve the best performance (cf. Table 4).

Table 3: Generic hyperparameters of DMBP

Hyper-parameters Value

Noise prediction network FC(256,256,256) with Mish activations
Dropout for predictor network 0.1

Learning rate 3e-4

Batch size 64

Variance schedule a=3:065b=24:552 c= 3:170

Total diffusion stepK) 10 for denoising tasks

100 for in lling tasks

Table 4: Hyperparameters of DMBP for different benchmark environments and datasets

Embedded Condition Sample
Domain  Environment Dataset dimension trajectory trajectory
() length \N) length M)
64

halfcheetah all 4 2
Mujoco hopper all 64 4 6
walker2d all 64 4 4
pen "expert" 128 4 6
. hammer "expert" 128 4 6
Adroit door "expert" 128 4 6
relocate "expert" 128 4 4
kitchen "mixed" 256 4 4
KFi;gEI(;ﬁ kitchen "complete" 256 4 4
kitchen "partial” 256 4 4

Different from classical conditional diffusion models, our proposed DMBP utilizes a non-
Markovian loss function 7 for updating. For each iteration, we sample the partial trajectory
(St Nj;at N;St N+15::5;St+m 1) from of ine datasetD . Following the setting in Section 4.2,

we present the procedure for DMBP training in Algorithm 2.

Algorithm 2 DMBP algorithm

Require: of ine datasetD,, initialized noise predictor

1. for each iteratiomdo
Sample trajectory mini-batdB = f(s; n;at N;St N+1;:: 5 ;St+m 1)9 D v
Sample uniformly distributed diffusion timestepf 1;2;:::;Kg
Sample random Gaussian n0|$epN (0;1 b .
Produce norsed state throug{n— iSt + i1

Li =k (3{,84 15 ¢ l,l) Ik2

: Recover the noised state throusth= plj s| pl i (shar 1 &)
o: S = PORPUSH ¢ {;st);st n)
10: form—t+1 """ ;t+ M 1do
11: Sample |, N @ DI
12: s, = |§ |Sm I m )
13: Lm - k ( mpli m ]_’I) Imk2
14; sm=ploshy P17 (Shiam x & i)
15: » = PORPUSH & 1iSm);Sm n)
16: end for p
17: Update noise predictor by minimizing f:':'\t" 1,
18: end for
19: return
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C ADDITIONAL ABLATION STUDIES

As introduced in Section 5.3, our proposed non-Markovian training objective is essential for avoiding
error accumulation in model-based estimation. To demonstrate the ef cacy of the proposed approach,
we visualize partial trajectory of "hopper" during the test in Figure 6.

Figure 6: Visualization of the denoising effect of DMBP (trained with different sample trajectory
lengthM ) alongside Diffusion QL (all trained on the dataset hopper-expert-v2). During the test, the
observation is perturbed with Gaussian distributed random noise with std of 0.10, and the action is
determined based on the denoising results of DMBP trainedMith 6.

When the proposed non-Markovian loss function is adopted to train DMBP (see the third subplot of
Figure 6), DMBP can give accurate predictions on the original states in a long RL trajectory. Even
though prediction errors exist for some RL timesteps, such errors do not collapse future prediction
results. However, when the classical Markovian loss function is used to train DMBP (in the fourth

subplot of Figure 6), prediction error accumulates, leading to severe prediction errors and signi cant
deviation of the predicted trajectory (away from the actual one).
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