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ABSTRACT

Diffusion models have a tendency to exactly replicate their training data, especially
when trained on small datasets. Most prior work has sought to mitigate this problem
by imposing differential privacy constraints or masking parts of the training data,
resulting in a notable substantial decrease in image quality. We present CPSample,
a method that modifies the sampling process to prevent training data replication
while preserving image quality. CPSample utilizes a classifier that is trained to
overfit on random binary labels attached to the training data. CPSample then uses
classifier guidance to steer the generation process away from the set of points
that can be classified with high certainty, a set that includes the training data.
CPSample achieves FID scores of 4.97 and 2.97 on CIFAR-10 and CelebA-64,
respectively, without producing exact replicates of the training data. Unlike prior
methods intended to guard the training images, CPSample only requires training a
classifier rather than retraining a diffusion model, which is computationally cheaper.
Moreover, our technique provides diffusion models with greater robustness against
membership inference attacks, wherein an adversary attempts to discern which
images were in the model’s training dataset. We show that CPSample behaves like
a built-in rejection sampler, and we demonstrate its capabilities to prevent mode
collapse in Stable Diffusion.

1 INTRODUCTION

Diffusion models are an emerging method of image generation that have surpassed GANs on many
common benchmarks (Dhariwal & Nichol, 2021), achieving state-of-the-art FID scores on CIFAR-
10 (Krizhevsky, 2009), CelebA (Liu et al., 2015), ImageNet (Deng et al., 2009), and other touchstone
datasets. Although their capabilities are impressive, diffusion models still suffer from the tendency
to exactly replicate images found in their training sets (Carlini et al., 2021; Jagielski et al., 2023;
Somepalli et al., 2023a). This problem is especially pronounced when the training set contains
duplicates (Webster et al., 2023). Given that diffusion models are sometimes trained on sensitive
content, such as patient data (Kazerouni et al., 2023; Pinaya et al., 2022) or copyrighted data (Dhariwal
& Nichol, 2021), this behavior is generally unacceptable. Indeed, Google, Midjourney, and Stability
AI are already facing lawsuits for using copyrighted data to train image generation models (Brittain,
2023; 2024), some of which exactly replicate images from their training data during inference (Marcus
& Southen, 2024).

The strongest formal guarantee against replicating or revealing training data is differential privacy
(DP) (Dwork & Roth, 2014). Unfortunately, differential privacy is at odds with generation quality.
Although differentially private training has been implemented for GANs (DP-GAN) (Xie et al.,
2018), diffusion models (DPDM, DP-Diffusion) (Dockhorn et al., 2023; Ghalebikesabi et al.,
2023), and latent diffusion models (DP-LDM) (Lyu et al., 2024), it typically results in significant
degradation of image quality. Moreover, one cannot easily make a pretrained model differentially
private, implying that to achieve differential privacy, one must retrain from scratch. This makes
negotiating the trade-off between privacy and quality challenging, as trying different levels of privacy
requires retraining. Due to the difficulty of achieving differential privacy while simultaneously
maintaining quality, some researchers have pursued more attainable model characteristics that have
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the same �avor as differential privacy. A frequent benchmark for privacy is robustness to membership
inference attacks (Hu & Pang, 2023), whereby the attacker aims to infer whether a given image was
used to train the model. Although researchers have devised a multitude of loss and likelihood-based
membership inference attacks, so far, there are few existing methods that explicitly aim to defend
against these attacks besides differential privacy and data augmentation (Matsumoto et al., 2023b;
Pang et al., 2023). A second privacy benchmark measures the cosine similarity in a feature space of a
generated image to its nearest neighbor in the training data (Daras et al., 2024; Douze et al., 2024).
Ambient diffusion (Daras et al., 2024) is one method to prevent excessive similarity to the training
data without enforcing differential privacy; however, ambient diffusion still has notable negative
effects on FID scores.

Figure 1: Generated image and most similar train-
ing image pairs for DDIM sampling (left) and
CPSample with� =0 :001, s=1 000 (right). We
sample100images and display the four with the
highest similarity to their nearest neighbors in the
training data.

Until recently, preventing image replication by
diffusion models has involved various forms
of data corruption during training, either by
adding noise to gradients (Abadi et al., 2016),
diversifying images and captions (Somepalli
et al., 2023b), or corrupting the images them-
selves (Daras et al., 2024). Hyperparameter
tuning for these methods requires retraining,
making it dif�cult to calibrate them to the
necessary level of privacy. Simple alternatives,
like rejection sampling, are effective because
they can guarantee that the training images will
not be exactly replicated. However, standard
rejection sampling has major drawbacks, too.
For instance, rejection sampling redistributes
probability mass in an inef�cient way and
requires resampling, which can decrease speed.
In extreme cases of mode collapse such as
those uncovered by Webster (2023), Stable
Diffusion must be queried dozens or even
hundreds of times before producing an original
image, making rejection sampling impractical.
Rejection sampling is also prone to membership
inference attacks and privacy leakages (Awan &
Rao, 2023).

We present classi�er-protected sampling (CPSample), a diffusion-speci�c data protection technique
that, while not strictly differentially private, forti�es against some membership inference attacks and
greatly reduces excessive similarity between the training and generated data. CPSample is compu-
tationally more ef�cient than existing training-based methods of improving privacy for diffusion
models. The basic idea is to over�t a classi�er on random binary labels assigned to the training
data and use this classi�er during sampling to guide the images away from the training data. We
show that our method has an effect similar to rejection sampling while removing or reducing the
need to resample. Unlike rejection sampling, CPSample offers protection against some membership
inference attacks during the generation process rather than only protecting the end product. CPSample
achieves SOTA image quality, improving over previous data protection methods, such as ambient
diffusion, DPDMs, and PAC Privacy Preserving Diffusion Models (Xu et al., 2023) for similar levels
of “privacy.” Unlike most other methods designed to shield the training data, one can simply adjust
the level of protection provided by CPSample without retraining the classi�er used for guidance.
CPSample is applicable to existing image models without any expensive retraining of the diffusion
models. We summarize the primary contributions of our work as follows:

• In Section 3.1, we introduce CPSample, a novel method of classi�er-guidance for privacy
protection in diffusion models that can be applied to existing models without retraining.

• We show theoretically in Section 3.2 and empirically in Section 4.1 that CPSample prevents
training data replication in unguided diffusion. We also provide evidence in Section 4.2 that
CPSample can protect text-based image generation models, like Stable Diffusion.
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• We give empirical evidence that CPSample can foil some membership inference attacks in
Section 4.3.

• We demonstrate in Section 4.4 that CPSample attains better FID scores than existing methods
of privacy protection while still eliminating replication of the training data.

2 BACKGROUND AND RELATED WORK

2.1 DIFFUSION MODELS

We begin with a review of diffusion models. Denoising diffusion probabilistic models (DDPMs) (Sohl-
Dickstein et al., 2015; Ho et al., 2020) gradually add Gaussian noise to image data during the “forward”
process. Meanwhile, one trains a “denoiser” to predict the original image from the corrupted samples
in a so-called “backward” process. During the forward process, one assigns

x t =
p

� t x0 +
p

1 � � t � (2.1)

where� � N (0; I ), x0 is the original image, and� t indicates the noise schedule. The variable
t 2 f 0; :::; Tg speci�es the step of the forward process, wherex0 represents an image in the training
data. When� T is set suf�ciently close to0, xT is approximately drawn from a standard normal
distribution. During intermediate steps, the distribution ofx t is

q(x t j x0) = N (x t ;
p

� t x0; (1 � � t )I ): (2.2)

During training, one performs gradient descent on� to minimize the score-matching loss, given by
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Here,D is the target distribution, which is approximated by sampling from the training data. Finally,
to generate a new image, one samples standard Gaussian noisexT � N (0; I ). Then, one gradually
denoisesxT by letting

x t � 1 =
1

p
� t

�
x t �

1 � � tp
1 � � t

� � (x t ; t)
�

+ � t zt ; (2.4)

where in each step, one haszt � N (0; I ), and� t and� t are scalar functions determined by the noise
schedule that govern the rate of the backward diffusion process.

Despite the superior image quality afforded by DDPMs, the sampling process sometimes involves
1 000or more steps, which has led to a variety of sampling schemes and distillation methods for
speeding up inference (Song et al., 2021; Kim et al., 2024; Song et al., 2023; Gu et al., 2023). One
of the most commonly used modi�cations to the sampling process is denoising diffusion implicit
models (DDIMs), which enable skipping steps in the backward process.

Currently, the state-of-the-art for guided generation is achieved by models with classi�er-free guid-
ance (Ho & Salimans, 2022). However, since CPSample employs a classi�er to prevent replication of
its training data, it is more useful for us to review its predecessor, classi�er-guided diffusion (Lim et al.,
2023; Dhariwal & Nichol, 2021). In classi�er guided diffusion, a pretrained classi�erp� (y j x t ; t)
assigns a probability to the event thatx t =

p
� t x0 +

p
1 � � t � for somex0 with label y. The

sampling process for classi�er-guided DDIM is modi�ed by

�̂ t = � � (x t ) �
p

1 � � t r x t logp� (y j x t ; t) (2.5)

x t � 1 =
p

� t � 1

�
x t �

p
1 � � t �̂ tp
� t

�
+

p
1 � � t �̂ t : (2.6)

Such a modi�cation of the sampling procedure corresponds to samplingx t from the joint distribution:

p�;� (x t ; y j x t +1 ; t) = Zp� (x t j x t +1 ; t)p� (y j x t ; t) (2.7)

whereZ is a normalization constant. This formulation can be adapted for continuous-time models,
but for discrete-time models, additional care must be taken to ensure accuracy (see Appendix A for
additional details).
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2.2 PRIVACY IN DIFFUSION MODELS

Differential privacy (DP) is generally considered to be the gold standard for protecting sensitive data.
The formal de�nition of (" -� ) differential privacy is as follows (Dwork et al., 2006; Dwork & Roth,
2014):
De�nition 2.1 ((" -� )-Differential privacy). Let A be a randomized algorithm that takes a dataset as
input and has its output inX . If D1 andD2 are datasets with symmetric difference1, thenA is " -�
differentially private if for allS � X ,

P(A(D1) 2 S) � P(A (D2) 2 S)e" + �: (2.8)

DP ensures that the removal or addition of a single data point to the dataset does not signi�cantly
affect the outcome of the algorithm, thus protecting the identity of individuals within the dataset.
Existing DP diffusion models (Dockhorn et al., 2023; Ghalebikesabi et al., 2023; Lyu et al., 2024)
achieve DP through DP stochastic gradient descent (DP-SGD) (Abadi et al., 2016), in which Gaussian
noise is added to the gradients during training.

Though DP offers a formal guarantee that one's data is secure, imposing a DP constraint in practice
severely compromises the quality of the synthetic images. Therefore, researchers have largely resorted
to demonstrating that models exhibit various relaxations of strict DP (Vyas et al., 2023), such as
Probably Approximately Correct DP (PAC-DP) (Xiao & Devadas, 2023) or other empirical metrics
of privacy.

One common approach is to measure the similarity between a generated image and its nearest neigh-
bors in the training dataset with the aim of minimizing the number of highly similar neighbors (Daras
et al., 2022; 2024). Typically, similarity is quanti�ed using either Euclidean distance or cosine
similarity, which is given by

xT � C(x)
kxk � kC(x)k

; (2.9)

with C(x) denoting the nearest neighbor ofx among the training data, and which is typically computed
in a feature space rather than the raw pixel space (Nguyen & Bai, 2011; Xia et al., 2015). Tools have
been developed to help compute nearest neighbors ef�ciently, since naïve pairwise comparisons are
too computationally expensive. In 2023, MetaAI developed the FAISS library for ef�cient similarity
search using neural networks (Douze et al., 2024), making this type of privacy metric possible to
compute approximately in a reasonable amount of time. Empirically, for CIFAR-10, we observed that
images with similarity scores above0:97were nearly identical, whereas for CelebA, the threshold
was approximately0:95, and for LSUN Church, images with similarity above0:90 were sometimes,
though not always, nearly identical.

Ambient diffusion reduces similarity to the nearest neighbor by masking pixels during training and
only scoring the model based on the visible pixels. In this way, the model never has access to a
full, uncorrupted image and is therefore less likely to replicate full images (Daras et al., 2024). The
downside is that masking pixels, even at the relatively modest rate of20%, leads to notable image
quality degradation as measured via the FID score. Moreover, ambient diffusion shifts the entire
distribution of similarity scores towards lower similarity, whereas we should ideally prevent the
generation of images with high similarity to the training data while leaving the rest of the distribution
untouched.

Until recently, all attempts at enforcing privacy for diffusion models occurred during training. In 2023,
Xu et al. (2023) developed a method of classi�er-guided sampling (PACPD) that has PAC privacy
advantages over standard denoising. For text-guided models, Somepalli et al. (2023b) developed
a method of randomly changing in�uential input tokens to avoid exact memorization, and Wen
et al. (2024) protected training data using a regularization technique on the classi�er-free guidance
network during training. Golatkar et al. (2024) used a mixture of public and private images to prevent
copyright infringement, and Golatkar et al. (2023) developed “compositional diffusion models" to
customize data access across different groups. Recently,Chen et al. (2024) devised a guidance method
(AMG) which calculates similarity metrics at each step in the denoising schedule in order to guide
the sampling process away from similar data points in the training corpus. By utilizing similarity
metrics directly, they were able to effectively eliminate memorization in both text-conditional and
unconditional diffusion models. Though theoretically valuable, the need to have access to the training
data– or at least to embeddings of the training data points– and to compute similarity measures at
runtime is impractical for use outside of a research environment.

4



Published as a conference paper at ICLR 2025

2.3 MEMBERSHIPINFERENCEATTACKS

A third privacy measurement comes from membership inference attacks (Dubiński et al., 2024; Pang
& Wang, 2023; Duan et al., 2023; Wu et al., 2022), whereby one tries to discern whether a given data
point was a member of the training set for the model. Robustness to membership inference attacks is
implied by differential privacy. Membership inference attacks against diffusion models usually hinge
on observed differences in reconstruction loss or likelihood that come from over�tting. In this paper,
we will use a slight modi�cation of the membership inference attack from Matsumoto et al. (2023a)
as described in Algorithm 1 in Appendix E.

3 PROTECTINGPRIVACY DURING SAMPLING

In this section, we address the problem of training data replication in diffusion models, which poses
signi�cant privacy risks. One common solution to this problem is rejection sampling, whereby
samples that closely resemble training data are discarded. However, rejection sampling has several
shortcomings: it is computationally expensive and inef�cient, and it only provides protection in the
�nal output, not during the sampling process itself. Moreover, in extreme cases of mode collapse,
one may need to generate dozens of images before generating original content when using rejection
sampling.

To overcome these limitations, we introduce CPSample, a method that reproduces some of the bene�ts
of rejection sampling without the need for resampling. CPSample integrates classi�er guidance into
the sampling process to steer the generation away from the training data. We over�t a classi�er on
random binary labels assigned to the training data and use this classi�er during sampling to adjust the
generated images, thereby reducing the likelihood of replicating training data while preserving image
quality.

3.1 SAMPLING METHOD

The �rst step in CPSample is to train a network that can provide information about how likely a sample
x t is to turn into a member of the training data at the end of the denoising process. For this task, we
use a classi�er trained to memorize random binary labels assigned to the training data. It was shown
in Zhang et al. (2017) that this can be achieved with a network with a number of parameters that is
linearly proportional to the size of the dataset, with a small constant of proportionality. Additionally,
the training time required to memorize random labels is only a small constant factor more compared
to the time it takes to memorize real, non-random labels.

To address duplicated data in the training corpus, after the classi�er has been suf�ciently trained,
items for which the classi�er still shows signi�cant loss can be reassigned a common label. Further
training then ensures the classi�er memorizes these items.

During the denoising process, whenever the classi�er predicts a labely 2 f 0; 1g for x t with
probability greater than1 � � , we perturbx t � 1 towards the opposite label using classi�er guidance.
For example, if the classi�er predicts the label1 with high probability, we employ classi�er guidance
to adjust the sampling process to draw from the conditional distributionp�;� (x t � 1 j x t ; t; y = 0) ,
reducing the likelihood of the generated sample being close to the training data.

To state our procedure more precisely, let� � (�; �) be the denoiser. Note that the classi�er is trained
only once on the training data and not during each sample generation. The sampling process is then
modi�ed in the following steps:

1. Randomly assign Bernoulli(0:5) labels to each member of the training data, and letB 2
f 0; 1gn index these random labels. Train a classi�erp� (y j x t ; t) to predict these labels.
Here,x t is generated by corrupting the training datax0 with noise:x t =

p
� t x0 +

p
1 � � t �

for � � N (0; I ) andt 2 f 0; :::; Tg.

2. Set a tolerance threshold0 < � < 0:5 and a scale parameters. Let p� (y j x t ; t) be the
probability assigned to the labely by the classi�erp� (y j x t ; t). SamplexT � N (0; I ). For
t 2 f T; ::::; 1g, if p� (y = 0 j x t ; t) < � , replace� � (x t ; t) with

�̂ �;� (x t ; t) = � � (x t ; t) � s
p

1 � � t � r log(p� (y = 0 j x t ; t)) :
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If p� (y = 1 j x t ; t) < � , replace� � with

�̂ �;� (x t ; t) = � � (x t ; t) � s
p

1 � � t � r log(p� (y = 1 j x t ; t)) :

Otherwise, we leave the sampling process unchanged.

Though the choice of random labels for the classi�er initially may seem counter-intuitive, it has
several advantages over other approaches. If we used labels corresponding to real attributes of the data,
the classi�er would in�uence the content of the generated images in ways that could compromise their
authenticity and diversity. This is because the guidance would push the generated images towards
or away from speci�c attributes, altering the intended distribution. The perturbation applied by the
gradient of the log probability in CPSample moves the generated images away from regions where
they can be easily classi�ed as similar to the training data. This method is more effective than adding
random noise, which would require a signi�cant amount of noise to achieve the same effect, thus
degrading image quality.

Unlike past training-based methods of privacy protection such as ambient diffusion and DPDM, once
we have trained the classi�er, we can adjust the level of protection by tuning the hyperparameters
s and� without necessitating retraining of the classi�er or denoiser. Our method also does not
require access to the training data or excessive additional computation during sampling as the
inferenced-based method AMG does.

3.2 THEORY

In this section, we show that CPSample functions similarly to rejection sampling when preventing
exact replication of the training images. We work under the following assumptions:

Assumption 1. Suppose that the classi�erp� (y j x; t ) has Lipschitz constantL in the argumentx
with respect to a metricd(�; �) : � � � ! R� 0, where� denotes the image space.

Assumption 2. Let yi be the random label assigned tox i 2 D, whereD is the training data. Let
� < 1

2 be such that for allx i 2 D, we have

p� (yi j x i ; 0) 2 (1 � �; 1]: (3.1)

Assumption 3. Suppose that CPSample generates data~x such that� < p � (y j ~x; 0) < 1 � �
with probability greater than1 � � , where we are able to govern� and� by adjustings and� in
Section 3.1.

In Assumption 1 the constantL can be dif�cult to evaluate, but the assumption holds for neural
network classi�ers. Methods exist that can bound the local Lipschitz constant around the training
data (Huang et al., 2021), which one can use to strengthen the guarantees of Lemma 1. Assumption 3
holds well empirically, and in Assumption 2, one can typically exert strong control over the size of
� without incurring too much additional computational overhead Zhang et al. (2017). Concretely,
we were able to train our classi�er to have a cross-entropy loss below0:05 in the experiments from
Sections 4.1 and 4.2. Moreover, during sampling, we observed that CPSample had control over the
quantityp� (y j x t ; t). An example is given in Figure 7.

Given these assumptions, we can demonstrate the following simple lemma, which links the behavior
of CPSample to that of a rejection sampler without requiring expensive comparisons to the training
dataset. A proof can be found in Appendix A. We note that the assumptions are admittedly relatively
strong, as Lemma 1 is designed primarily to give theoretical intuition for how CPSample works rather
than practical guarantees on how well it protects the data. We refer to reader to our empirical results
(See Section 4) for practical demonstrations of the method's ef�cacy.

Lemma 1. Under the above assumptions, choose" > 0 and0 < � <
1
2 � �

L . Setting� = " and
� = � + L� , when drawing a single sample, with probability greater than1� " , CPSample generates
an image that lies outside ofS =

S
x 2 D B � (x) in the metric space de�ned byd.

Note that the ability to controlP
�
~x 2

S
x 2 D B � (x)

�
gives the same guarantee offered by rejection

sampling. However, in extreme instances of mode collapse such as those exhibited by Stable Diffusion
in Section 4.2, one might have to resample hundreds of times to generate original images, making
standard rejection sampling highly inef�cient. CPSample is able to produce original images without
this high level of inef�ciency.
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Figure 2: Cosine similarity in feature space between generated images and their nearest neighbor in
the �ne-tuning dataset for standard DDIM sampling (red) and CPSample (blue) with� = 0 :001; s = 1
on CIFAR-10 (left) and with� = 0 :001; s = 1 000 on CelebA-64 (right). Similarity scores were com-
puted for21 000generated samples for CIFAR-10 and8 000images for CelebA. Note that standard
DDIM exhibits many more samples with similarity scores exceeding the thresholds from Table 1.

4 EMPIRICAL RESULTS

We run three distinct sets of experiments to demonstrate the ways in which CPSample protects the
privacy of the training data. First, we statistically test the ability of CPSample to reduce similarity
between generated data and the training set for unguided diffusion. We then demonstrate that
CPSample can prevent Stable Diffusion from generating memorized images. Finally, we measure
robustness against membership inference attacks. Hyperparameters, in all empirical tests, are chosen
to maximize image quality while eliminating exact matches. In our tests of image quality, we �nd
that CPSample far outperforms existing methods of protecting the training data.

4.1 SIMILARITY REDUCTION

We generate images using DDIM with CPSample and1 000denoising steps. The nearest neighbor to
each generated image is found using Meta's FAISS model (Douze et al., 2024). Similarity between
two images is measured by cosine similarity in a feature space de�ned by FAISS. We empirically
�nd that a similarity score exceeding 0.97 often indicates nearly-identical images for CIFAR-10. For
CelebA and LSUN Church, the thresholds lie around 0.95 (Daras et al., 2024) and0:90, respectively.
Note that a cosine similarity score above the thresholds given is a necessary but not suf�cient
condition for images to look very alike. To ensure that we can observe a larger number of images with
similarities exceeding our thresholds, we �ne-tune the models using DDIM (Song et al., 2021) on a
subset of the data that consisted of1 000images, as was done in Daras et al. (2024). This modi�cation
allows us to statistically test the ef�cacy of CPSample without the large number of samples required
to do hypothesis testing on rare exact replication events. After �ne-tuning, up to12:5%of the images
produced by unprotected DDIM are nearly exact replicates of the �ne-tuning data. One can see
from Table 1 that CPSample signi�cantly reduces the fraction of generated images that have high
cosine similarity to members of the �ne-tuning set. One can see histograms of the similarity score
distribution with and without CPSample in Figures 2 and 10. Figures 1 and 3 show the most similar
pairs of samples and �ne-tuning data points. Uncurated images generated from CPSample can be
found in Appendix F. While CPSample effectively reduces the similarity between generated images
and the training data, our results in Table 4 indicate that CPSample achieves minimal degradation in
quality compared to previous methods.

4.2 STABLE DIFFUSION

As a second demonstration of CPSample, we present evidence that CPSample can prevent well-known
examples of mode collapse in near-verbatim attacks against Stable Diffusion (Webster, 2023; Wen
et al., 2024). We curate a small dataset of commonly reproduced images (Somepalli et al., 2023b)
and include other images from the LAION dataset depicting the same subjects, while ensuring that
this dataset contains no duplicates. In this more targeted application, CPSample can prevent exact
replication when used with the right hyperparameters. See Figure 6 and Table 2 for more details.
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Figure 3: Generated images and their most similar training image pairs for DDIM sampling and
CPSample with� = 0 :001; s = 1 on CIFAR-10 (left) and� = 0 :1; s = 10 on LSUN Church (right).
For each pair, the image on the left is the generated sample, and the one on the right is its nearest
neighbor in the training set. These are the four examples out of21 000images on CIFAR-10 and two
out of1 700images on LSUN Church with the highest similarity scores with their nearest neighbor.

Table 1: Reduction in cosine similarity between generated images and nearest neighbor in �ne-tuning
data. 1 p-values were computed using a� 2 test for the null hypothesisH0: “CPSample did not
reduce the fraction of images with similarity score exceeding the threshold.”

Dataset FT Steps � Scale Threshold DDIM CPSample p-value1

CIFAR-10 150k 0.001 1 0.97 6.25% 0.00% <0.0001
CelebA 650k 0.001 1 000 0.95 12.5% 0.10% <0.0001

LSUN Church 455k 0.1 10 0.90 0.73% 0.04% 0.013

Although CPSample does not provide as robust protection in this setting compared to Somepalli
et al. (2023b); Wen et al. (2024), these results highlight its potential for data protection in text-guided
diffusion models. Moreover, the methods developed in Somepalli et al. (2023b); Wen et al. (2024) do
not apply to unguided diffusion models. This application also highlights how CPSample can protect
only a private subset of the training data, for which it does not require access to the entire training
dataset.

Table 2: Details of generation on Stable Diffusion.

Image Original caption Modi�ed caption � scale guidance

A “Rambo 5 and Rocky Spin-Off -
Sylvester Stallone gibt Updates”

“Rocky and Rambo Spin-Off -
Sylvester Stallone gibt Updates”

0.5 2 000 1.5

B “Classic cars for sale” “Classic car for sale” 0.3 100 1.5

C “Red Exotic Fractal Pattern
Abstract Art On Canvas-7 Panels”

“Red Exotic Fractal Pattern
Abstract Art On Canvas-7 Panels”

0.5 2 000 1.5

4.3 MEMBERSHIPINFERENCEATTACKS

We also assess CPSample's ability to protect against membership inference attacks. Following
Algorithm 1, we compute the mean reconstruction error for the training and test datasets and
determine whether there is a statistically signi�cant difference. To evaluate resistance to inference
attacks, we use a model trained on the entire set of50 000CIFAR-10 training images. We compare
the reconstruction loss on these50 000training images to the reconstruction loss on the10 000
withheld test samples included in the CIFAR-10 dataset. We compare the difference in reconstruction
loss between these two datasets both for CPSample, using a classi�er trained on the entirety of the
CIFAR-10 training data with random labels, and for standard DDIM sampling. We demonstrate
CPSample's resistance to inference attacks for� 2 f 0:5; 0:25; 0:001g over approximately8000
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