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ABSTRACT

Distinguishing between real and Al-generated images, commonly referred to as
’image detection’, presents a timely and significant challenge. Despite extensive
research in the (semi-)supervised regime, zero-shot and few-shot solutions have
only recently emerged as promising alternatives. Their main advantage is in
alleviating the ongoing data maintenance, which quickly becomes outdated due
to advances in generative technologies. We identify two main gaps: (1) a lack of
theoretical grounding for the methods, and (2) significant room for performance
improvements in zero-shot and few-shot regimes. Our approach is founded on
understanding and quantifying the biases inherent in generated content, where we
use these quantities as criteria for characterizing generated images. Specifically, we
explore the biases of the implicit probability manifold, captured by a pre-trained
diffusion model. Through score-function analysis, we approximate the curvature,
gradient, and bias towards points on the probability manifold, establishing criteria
for detection in the zero-shot regime. We further extend our contribution to the few-
shot setting by employing a mixture-of-experts methodology. Empirical results
across 20 generative models demonstrate that our method outperforms current
approaches in both zero-shot and few-shot settings. This work advances the
theoretical understanding and practical usage of generated content biases through
the lens of manifold analysis.

1 INTRODUCTION

Advancements in generative models, particularly diffusion-based techniques, have resulted in the
creation of synthesized images that are increasingly difficult to distinguish from authentic ones. This
poses significant challenges in content verification, security and combating disinformation, driving
the demand for reliable mechanisms to detect Al-generated images.

A wide array of contemporary research has focused on this task, employing methods ranging from
standard convolutional neural networks (CNNs) (Wang et al., 2020; [Baraheem & Nguyen) 2023
Epstein et al., 2023} Bird & Lotfi, [2024) to approaches that distinguish hand-crafted and learned
characteristics (Bammey, |2023; Martin-Rodriguez et al., 2023 [Zhong et al., [2023; Wang et al.,
2023; Tan et al.l 2024} (Chen et all |2024). Despite these efforts, there is a consensus on the
critical importance of generalization to unseen generative techniques in this field (Bontcheva et al.,
2024): These techniques evolve quickly, presenting substantial challenges in maintaining up-to-date
generated datasets, which are crucial for supervised detection methods. Methods that generalize to
unseen generative techniques reduce the need for constant data collection and retraining.

Targeted efforts to enhance such generalization have been actively pursued in a specific semi-
supervised setting, where models are trained on one generative technique and evaluated on another
(Ojha et al.,|2023} |Sha et al.}|2023)). Notably, these methods still require data consisting of hundreds
of thousands of diverse generated images. In recent months, zero-shot and few-shot techniques
have emerged for this task (Cozzolino et al.,[2024aj Ricker et al.| 2024;|He et al., 2024} |Cozzolino
et al., 2024b)). Zero-shot methods use pre-trained models to solve tasks they were not trained for
without designated (or any additional) training. Few-shot methods employ a similar tactic but involve
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minimal data to adapt the pre-trained model (e.g. incorporating a lightweight classi er). While these
methods hold great potential by eliminating the need for extensive training and data maintenance,
there remains signi cant room for improvement in terms of operating on a wide array of (unseen)
generative techniques. Moreover, current methods lack theoretical grounding - a surprising gap
given the success pf Mitchell et|gl. (2023), which revolutionized zero-shot genéeatetbtection

using a theoretically grounded curvature criterion. They rely on the hypothesis that generated data
lies on regions of local maxima of the learned data probability. However, their method uses the
explicit probability modeling of LLMs, which is impractical when addressing the typically implicit
approaches of image generative models.

This work advances solutions to these gaps. It is grounded in theoretical understanding - capitalizing
on the diffusion model's implicitly learned probability manifgidto quantify inherent biases of its
generated outputs. Namely, we present novel derivations aimed at quantifying the stability of output
images along the diffusion models' generation process, yielding a new stability criterion. By design,
these stable points correspond to images the model is biased to produce. To this end, we leverage the
ability of pre-trained diffusion models to approximate the score function, expressed as

S=r logp; Q)

and explore novel ways of analyzing the manifold de ned by a function suttape We consider
several criteria, such as
r logp

jr logpj

the (hyper) surface curvature. This curvature is infact a total-variation differential, and is explained

below as the local ux ofjrr :gg Sj 1. Note that unlikeS, it is not straightforward to access. In our

derivationsH emerges from expressing the similarity between signal and noise predictions alongside
two additional quantities - the gradient magnitude and a statistical bias-based quantity - which capture
generation biases as well. We develop mathematically-grounded methods to access these quantities
and introduce a pioneering zero-shot diffusion model analysis for detecting generated images (Fig.
1). Extended capabilities to the few-shot regime are provided as well.

H/r 2

Key Contributions:

« We establish a theoretical framework by integrating manifold analysis with diffusion model
score functions, introducing a novel, bias-driven criterion for distinguishing real and gener-
ated images. This sets the foundation for further theoretical investigations in the domain.

» We propose the rst zero-shot analysis of pre-trained diffusion models for generated image
detection. Remarkably - this analysis demonstrates excellent generalization to unseen
generative techniques.

» Our method demonstrates superior performance over existing approaches in both zero-shot
and few-shot settings, validated through comprehensive experiments on a diverse dataset of
approximately 200,000 images across 20 generative models.

To reproduce our results, see our of cial implementation

2 RELATED WORKS

The evolution of detecting Al-generated images has primarily relied on supervised learning method-
ologies. The common approach utilizes standard CNNs trained on labelled datasets of real and
generated images Wang et al. (2020); Baraheem & Nguyen (2023); Epstein et al. (2023); Bird & Lot
(2024). Subsequent research by Bammey (2023); Martin-Rodriguez et al. (2023); Zhong et al. (2023);
Wang et al. (2023); Tan et al. (2024); Chen et al. (2024) identi ed and integrated key phenomeno-
logical features, enhancing performance. These relied on extensive generated image datasets from
various generative techniques, limiting their generalizability to unseen techniques Ojha et al. (2023).

Warious high-dimensional curvature de nitions exist, this is our choice. Note that the TV-curvature connec-
tion itself is not new - see e.g. the mean curvature ow (MCF) perspective Kimmel et al. (1997); Aubert et al.
(2006), and its generalization in Brokman & Gilboa (2021); Brokman et al. (2024)

2https://github.com/JonathanBrokIManifoId-Induced- Biases-for-Zero-shot-and- Few-shot- Detection- of-Generated-Images
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Figure 1: The proposed zero-shot detection pipeline, which circumvents the need for generated data.
An input imagexg is subjected to a pre-trained diffusion model and spherical perturbations. This sets
the stage for our mathematical characterizatiorgfresulting in a criterion for the detection task.

Recent studies proposed alternative methods to enhance generalization to unseen generative tech-
nigues. Those unsupervised and semi-supervised methods Zhang et al. (2022a;b); Qiao et al. (2024);
Cioni et al. (2024) reduce the reliance on extensive labeled datasets; however, they still rely on access
to generative methods during training, leading to biases towards those generation techniques. Ojha
et al. (2023) and Sha et al. (2023) introduced a notable CLIP-based approach to analyze content
from a limited set of generative techniques, achieving unmatched generalization to unseen methods.
Cozzolino et al. (2024a) extends this approach and capitalizes on generalization in the low-data
regime. Using few-shot analysis with pre-trained CLIP, they outperform existing methods.

To eliminate data maintenance and training altogether, zero-shot approaches emerged. To the
best of our knowledge, Ricker et al. (2024) and He et al. (2024) are the only such methods. The
former employed a pre-trained auto-encoder (AE) for out-of-distribution analysis - a well-established
technique, e.g. An & Cho (2015). Pre-trained on real images, the AE is expected to encode-decode
them better than generated images. Therefore, the reconstruction error is their criterion for detection.
He et al. (2024) compares the image representation similarity between an image and its noise-
perturbed counterpart, offering insights into the desired qualities representations for the detection
task. Our proposed method is the rst to analyze diffusion models in the zero-shot setting for the
detection task, outperforming both Ricker et al. (2024) and He et al. (2024) in terms of operating on a
wide array of unseen generative techniques.

3 PRELIMINARIES

3.1 DIFFUSIONMODEL SETTING

Diffusion models are generative models that operate by an iterative generation process of noise
reduction based on a pre-set noise schedule. Let the data manifold ieY, whered is the data
dimensionality, and denote a samgl@ . Each iterationt involves denoising a noised signal

via a neural network (x¢;t; ) ( are the tuneable weights), subsequently progressirg to This
sequence begins it T by sampling a tensor of iid normally distributed entrieske. N (0;1),

and terminates atp 2 , representing the nal output. In our setting is an image. This generation
process is known agverse diffusionwhere during trainingf is optimized to reverse forward
diffusionprocess, de ned using scheduling paramete R* 8t, and noise N (0;1) as follows

Xt=p1 txO+p?: 3

3.2 SCOREFUNCTION IN DIFFUSION MODELS

The score-function is de ned as log p(x), wherep(x) is the probability of. Letp , (x:) be the
probability ofx; considering Equation (3). The founding works of today's diffusion models Song &
Ermon (2019; 2020); Kadkhodaie & Simoncelli (2021) capitalize on Equation (3), analyzing it from
a score-function perspective based on the following seminal result by Miyasawa et al. (1961)

1 p— .
r logp (xt) = ~ 1 (Ex[Xojxt] Xt 4)
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whereEy [XojX¢] is the Minimum Mean-Squared-Error (MMSE) denoisexgflt is replaced with
the output of a denoising modgy = f (x¢;t; ), for which

1 p—
rlogp (x) — 1 f(xgt) X (5)
t
Often, f (x¢;t; ) predicts noise, i.e.®y = pll—it Xt pﬁf (x¢;t; ) . Finally, replacing
f (xi;t; ) with the truexo we haver logp (x) = & , i.e. Equation (5) approximates

up to a known factor. It is straightforward that, despiteeing a zero-measure Bf ( is assumed
to have a dimension much lower thd) the probability ofx; is non-zero on the entifr@® space.

With r logp, the generation process can be simulated@s 8DE Ito et al. (1951),

x( )=t ¢logp(x( )+ = 2w ; ®)

wherex( ) is the time derivative ox( ), andw the time derivative of Brownian motiow( ), i.e.

it injects noise to the process. In Song & Ermon (2019), a generative process that accoupts for a
that changes in time was introduced - generalizing Equation (6). With that said, this paper employs a
xed-point analysis ofp , fora xed . Remark: The commonly used time here is reversed, i.e.
large implies smallt. The consensus in diffusion models research and this paper is to relialily use

4 METHOD

Here we present our mathematical perspective. For illustrations see Figs. 3, 4(b-c).

4.1 KEeY QUANTITIES AND CRITERIONS IN OURFIXED-POINT GEOMETRIC ANALYSIS

In the setting of Sec. 3, following Equation (6) (or its annealed version), a generated sangple
expected to be near a stable local maximum in the learned log probability manifold - namely a point
of positive curvature and low gradient - i.e. the learned manifold is expected to be “bumpy”, with
generated data appearing near peaks. Conversely, real data points that are unlikely generated will not
exhibit these characteristics. For a graphical illustration, and a demonstration, see Figs. 2, 3(a). This
aligns with Mitchell et al. (2023)'s hypothesis on generated text. Toxgsbr these characteristics,

we work in its local neighbourhood. Let us employ a xed-point analysis, “freezing” the generative
process at a small xetl We assume ; is small enough fop , to approximate the data distribution

and large enough fgp , to be smooth. Sinceis xed, we use from now on. Relyingp 's
smoothness, we usegp to construct al-manifold inR%*! as a parametric hyper-surface of the
form (x; logp (x)), for which the total-variation curvature of Equation (2) applies.

Let Bg be the local neighbourhood &f with boundary@ B, and denote their respective volumes as
iBoj; j@RBj. Leth; i,k k, denote the Euclidean inner product and norm. A gradient criterion

D (xo) := kr logp (x)kodx; 7
B

1
j@Bj
will be employed, as well as a curvature criterion
1% riogp (0
jBoj 8, Kkrlogp (x)kz

Note the minus sign, which ensures that an inward pointing gradient (negative divergence) is associ-
ated with positive curvature, and vice versa. We chdséo be the ball

(8)

(Xo0) =

Bozfx:kp X 0 xk2<pd79: (9)

ThisBy is practical: Its spherical bounda@ B (and its close neighbourhood) is highly probable
underp , and the score function a® B can be approximated via the diffusion model at a xed
Equation (5)j 4. Additionally, @B is easily sampled as

)e:pl x0+pTJd; (10)

3This approximation is theoncentr&tion of m%asu,rmrther reading: Giannopoulos & Milman (2000).
“To ensurexo 2 By we requirel 1 < d kxoka.
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Figure 2:Toy probability surface. Simulation of toy data probability in a two-dimensional space

(d = 2), structured along a one-dimensional manifoldig a curve). (a) The log probability surface

of perturbed samples, considering a uniform probability on thmurve. (b) A simulation of the
hypothesis that generative models learn a bumpy version of the manifold: Bumps are randomly
assigned to the manifold and visualized in color on the original surface. (c) The resulting bumpy
surface. (d) Gradient magnitude of the bumpy manifold. (e) Total-variation curvature of the bumpy
manifold. (f) Demonstrates the differential property derived from our analysis, highlighting locally
maximal regions of the bumps which correspond to likely generated data points. We mathematically
establish a way to capture this property through a zero-shot analysis of the diffusion model.

whereugy if(s¢ 1(p d)) - a uniform distribution on théd  1)-dimensional sphere centered at

Owith radius  d. Clari cation: r logp , () can be applied to samplesefyet the score function
will be calculated for a sampled, namely Equation (4), Equation (5) still hold, i.e.

r logp ()= 1 pl Ex[Xojx] * 1 p1 f (xt; ) x = hQ); (1))

whereh(x) denotes the diffusion-model approximation of the score function. Notice the relation
betweenk, constructed with + andx,: Asdincreases, the probability &fk, ( of Equation (3))

is concentrated around its meaml, reducing the norm's stochasticity - making and (and as a
consequence andx,) interchangeable in high dimensidr_aurent & Massart (2000), see Fig. %.

4.2 MATHEMATICAL CLAIMS: ACCESSINGKEY QUANTITIES AND CRITERIONS

Claim 1. Giryﬂan image and a samplex  xjXg, drawn according to Equation (10), we denote
ug(x) = *—s=>*2_ 6 Then the following relation holds:

o r logp (x)
XX kr logp (x)ko

This provides a characterization gf as a stable maximal point under the backward diffusion process,
Equation (6), quantifying both gradient magnitude (should be low) and curvature (should be high).

;Ug(x)+ 1 logp (x)i = (xo) D(xo): 12)

Proof Outline (full proof in the Appendix D)
First we use Gauss divergence theorem for the curvature term

r logp (x) _ z r logp (x)

r I M dx = JAidx; 13
B, kr logp (x)kz a@r Kr logp (x)kz (13)

J Boj (Xo) =

5Thus, model trained to denoise, will perform well forr logp , (%) in the sense of Equation (5), since
*t samples from the highest-probability sub-spherp(af). Infact, in our high-dimensional setting, sampling
Xt that is far away fron@B is highly improbable.

5The notation ofi4 as a function ok, i.e. uq(x), expresses the fact thag(x); x are constructed as a pair
drawing the same noise. We use this when explicitly formulating expectation as an integral, where it is crucial to
decide on one variablei§ or x) to integrate upon
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