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ABSTRACT

As deep generative models have progressed, recent work has shown them to
be capable of memorizing and reproducing training datapoints when deployed.
These findings call into question the usability of generative models, especially
in light of the legal and privacy risks brought about by memorization. To better
understand this phenomenon, we propose the manifold memorization hypothesis
(MMH), a geometric framework which leverages the manifold hypothesis into a
clear language in which to reason about memorization. We propose to analyze
memorization in terms of the relationship between the dimensionalities of () the
ground truth data manifold and (i) the manifold learned by the model. This
framework provides a formal standard for “how memorized” a datapoint is and
systematically categorizes memorized data into two types: memorization driven
by overfitting and memorization driven by the underlying data distribution. By
analyzing prior work in the context of the MMH, we explain and unify assorted
observations in the literature. We empirically validate the MMH using synthetic
data and image datasets up to the scale of Stable Diffusion, developing new tools
for detecting and preventing generation of memorized samples in the process.

1 INTRODUCTION

Suppose {z;}™_; is a dataset in R¢ drawn independently from a ground truth probability distribution
p«(x). A deep generative model (DGM) is a probability distribution pg () designed to capture p. ()
only from knowledge of {z;}?_,. DGMs, and most famously, diffusion models (DMs;|Sohl-Dickstein
et al.,2015; Ho et al.,|2020), have led the “generative AI” boom with their ability to generate realistic
images from text prompts (Karras et al.| 2019; [Rombach et al., [2022). DMs are thus likely to be
deployed in an increasing number of public-facing or safety-critical applications. However, with
sufficient model capacity, DGMs are known to memorize some of their training data. Memorization
occurs at various degrees of specificity, including identities of brands, layouts of specific scenes, or
exact copies of images (Webster et al., 2021; Somepalli et al.,[2023a} |Carlini et al., 2023).

Memorization is undesirable for myriad reasons. Simply put, the more a model reproduces its training
data, the less useful it becomes. Memorization is a modelling failure under the DGM definition
provided above; if the underlying ground truth p.(z) does not place positive probability mass on
individual datapoints, then a py () that memorizes any datapoint must be failing to generalize (Yoon
et al., [2023)). But memorization’s risks go beyond mere utility. Training datasets may contain private
information which, if memorized, might be exposed in downstream applications. Copyright law
includes ““substantial similarity” between generated and training data as a criterion in its definition of
infringement, meaning that reproduced training samples can open up model builders or users to legal
liability. For instance, the recent legal decision by |Orrick| (2023) hinged on this criterion.

The increasing dependence of society on generative models and resulting risks call for work to better
understand memorization. Recent empirical work has identified mechanistic causes of memorization
including but not limited to data complexity, duplication of training points, and highly specific
labels (Somepalli et al) 2023b; |Gu et al., [2023). We group these insights under the umbrella
of “memorization phenomena”, a catch-all term for the various interesting memorization-related
observations we would like to understand better. Though useful in practice, these memorization
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(a) OD-Mem with LID (x) =0 (b) OD-Mem with LID (x) =1 (c) No memorization with LID (x) = 2

(d) DD-Mem with LID (x) =0 (e) DD-Mem with LID (x) =1 (f) Poorly t model, LIDs are irrelevant

Figure 1: An illustrative example dfID values for models with different quality of t and degrees of memoriza-

tion. In these plots, the ground truth manifditd is depicted in , training samplésig-, M

are depicted as crosses, and the model manifdidsare depicted in . Ifa) and(d), the model assigns
around the three leftmost datapoints, indicating that it will reproduce them directly

at test time; however in the former case this is caused by over ttitig ((x) < LID (x)), while in the latter

case it is caused by the ground truth data having small LID. The mod@ and(e) are analoguous ta)

and(b), respectively, and still memorize, but with an extra degree of freedom in the form of a

containing the three points. Only the modét)nwhich has learned a

through its full support, has generalized well enough and has learned a manifold of high enough dimension to

avoid both types of memorization. Finall§) shows a poorly t model where LID and memorization are not

meaningfully related.

Figure 2: 8 images along a relatively low-dimensional manifold learned by Stable Diffusion v1.5. The rstis a
real image from LAION ( agged as memorized by Websfer (2023)), and the remainder were generated by the
model.

phenomena have yet to be uni ed and interpreted under a single theoretical framework. Meanwhile,
formal treatments of memorization have led to isolated usecases such as detection (Meehan et al.,
2020;| Bhattacharjee et [al., 2023) and prevention on a model [evel (Vya$|et al., 2023), but have
provided little explanatory power for memorization phenomena. In addition to providing theoretical
insights, a unifying framework could yield more capabilities such as identifying whether a training
image has been memorized, altering the sampling process to reduce memorization, and detecting
memorized generations post hoc.

In this work, we introduce thenanifold memorization hypothesis (MMH) geometric framework to
explain memorization. In short, we propose th@morization occurs at a poirt2 R when the
manifold learned by the generative model contairzut has too small a dimensionality &t As

we will see, this understudied perspective is a natural take on memorization that leads to practical
insights and effectively explains memorization phenomena like those mentioned above. Although
we mainly focus on DMs, the most notorious memorizers, our geometric framework applies to any
DGM on a continuous data spaBé; indeed, we empirically validate it on generative adversarial
networks (GANs; Goodfellow et al., 2014; Karras et al., 2019) as well. Pidstrigach (2022) was the
rst to show that DMs are capable of learning low-dimensional structuR%imnd that this manifold
learning capability is a driver of memorization; in this sense, our work extends this connection into a
general framework, grounds it in empirical ndings, and connects it to recent work on memorization.
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